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At a glance   

Digital Fairness Act  
Initial position  

The Digital Fairness Act (DFA) aims to close gaps in digital consumer protection, as the 

European Commission believes that existing EU directives do not adequately cover new 

practices such as manipulative designs or algorithmic contracts. The consultation will 

contribute to further explore what measures are needed in this context. 

Bitkom rating  

Bitkom welcomes the consultation, but emphasises that most of the issues addressed 

in the consultation are already covered by existing rules. However, these lack 

consistent enforcement and guidance on the interpretation of legal terms, such as the 

scope of dark patterns and addictive designs. The key aim of this consultation, 

however, should be to remove any duplicate regulation and ease the administrative 

burden — while upholding a fair level of consumer protection. It is of utmost 

importance to avoid fragmentation and gold plating. New requirements must 

therefore be based on a thorough analysis of existing regulatory gaps and an economic 

impact assessment. Furthermore, consumers must rely on one clear set of rules. We are 

supportive of the European Commission examining how minors can be better 

protected in the digital environment.  

The most important takeaways  

 Effective enforcement 

The existing framework is currently not being enforced efficiently and therefore fails 

to achieve its intended impact. The current regulations need to be enforced 

coherently across Member states and against non-European market participants. 

This is also supported by the results of the recent Digital Fairness Fitness Check.  

 Existing regulations 

The existing regulations already address many issues outlined. The first step must 

be to simplify the existing rules and to build a more coherent framework – which is 

especially important for SME.  

 Danger of overregulation – Legal mapping before regulating 

Additional regulation could lead to overlapping or contradictory rules and burden 

businesses with further, potentially unnecessary obligations without creating any 

real added value for consumer protection. The Commission should first map out the 

existing regulation (guidelines, directives and national transpositions) and make 

sure that any new regulation is targeted and risk-based to avoid overlapping 

regulation. 
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1 Consultation on the Digital 

Fairness Act 

Dark Patterns 

It is difficult to assess the need for further regulation in the area of ‘dark patterns’ 

because the term is not clearly defined. The Digital Fairness Check defines the term 

dark patterns (or deceptive design) as “commercial practices deployed through the 

structure, design, or functionalities of digital interfaces or system architecture that can 

influence consumers to take decisions they would not have taken otherwise.“  

The Digital Fairness Check carried out by the Commission states that, although such 

practices have always existed, their effectiveness and intensity have increased 

enormously due to personalisation and behavioural data.  

However, additional regulation will not necessarily solve this problem.  

The fitness check only focused on an excerpt of EU consumer protection legislation to 

determine whether they ensure a high level of protection in the digital environment: 

Unfair Commercial Practices Directive 2005/29/EC (UCPD), Consumer Rights Directive 

2011/83/EU (CRD), Unfair Contract Terms Directive 93/13/EEC (UCTD).  

Especially regarding the UCPD, it is important to keep in mind that this legislation 

already contains several relevant provisions relating to the regulation of dark patterns, 

underlining the importance of adequate enforcement of existing rules.  

If the EU is to define dark patterns, this would need to align with existing frameworks. 

Art. 6 and 7 UCPD (Prohibition of misleading advertising) prohibit inaccurate, unclear 

or manipulative information that distorts the consumer's basis for decision-making. 

This also includes the way in which information is presented if it unduly influences the 

consumer's decision-making. In addition, Art. 8 and 9 UCPD (Prohibition of aggressive 

commercial practices) state that even if the non-neutral presentation of decision-

making options exerts pressure or influences the decision-making process, this may be 

prohibited as an aggressive commercial practice.  

The Appendix to the UCPD explicitly prohibits certain manipulative practices, 

regardless of their actual influence on the decision. Depending on the nature of the 

non-neutral presentation, some methods regarding dark patterns may therefore be 

prohibited under the Annex. It also expressly mentions in No. 7 the inadmissibility of 

untrue statements about time limits on offers. 

Furthermore, case law and literature emphasise that the protection of the basis for 

decision-making and freedom of choice and the undistorted formation of consumer 

will is at the heart of competition law. If decision-making options are deliberately 

presented in such a way as to manipulate or influence the consumer's decision-making, 

this can already be considered as undue influence and thus a violation of the UCPD. 
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Besides existing legislation, there are also guidelines on UCPD and the GDPR already in 

place. The guidelines of the UCPD explicitly state, regarding the safety net in Art. 5, 

that it is future-proof as it allows for emerging unfair practices to be tackled. 

The focus on only a selected excerpt of legislation within the fitness check disregards 

the fact that the current consumer protection framework is broader, including via the 

GDPR, the AI Act (subliminal techniques), and the DSA. Particularly, the DSA was not 

taken into consideration. Moreover, the EDPB has provided guidance on dark patterns, 

with extensive commentary on deceptive design and unlawful practices.  

Furthermore, the GDPR itself contains regulation in context of techniques associated 

with dark patterns. Consent options on cookie banners are considered misleading if 

they deliberately steer users towards consent or make it difficult for them to reject 

cookies. This is the case, for example, if the ‘Reject’ option is hidden, less conspicuous 

or requires additional clicks, while ‘Accept’ is prominently displayed and easily 

accessible. Misleading or unclear button labels can also prevent users from making an 

informed and voluntary decision. 

Legally, such a design is inadmissible under German and European law. According to 

the General Data Protection Regulation (Art. 4 No. 11, Art. 6 GDPR) consent must be 

voluntary, informed, specific, and unambiguous. This means that users must have 

genuine freedom of choice and that refusal must be just as easy as consent. In 

Germany, courts have confirmed that consent obtained under manipulative or 

misleading conditions is invalid and therefore constitutes a violation of applicable data 

protection law. 

Recital 38 of the Data Act also stipulates that dark patterns must not be used when 

obtaining consent for data processing. In this context, the Data Act refers to Directive 

98/6/EC (price indications), Directive 2000/31/EC (e-commerce), Directive 2005/29/EC 

(unfair commercial practices) and Directive 2011/83/EU (consumer protection). 

This indicates that there is a risk of over-regulation. The DSA itself addresses dark 

patterns in Recital 67 and yet emphasises that rules regarding the matter should not 

block legitimate practices, for example in advertising, that are in compliance with 

Union law. 

The effect of such techniques related to dark patterns is highly individual, as it depends 

on the user's susceptibility to influence. The ‘Digital Fairness Check’ also addresses this 

by querying subjective perceptions.  

At the same time, there is a noticeable tendency in European consumer protection to 

protect consumer trust rather than promote consumer empowerment. In addition, 

consumer protection issues are often conflated with criminal phenomena such as fake 

shops or online fraud. However, such activities cannot be meaningfully addressed 

within the same regulatory framework as legitimate entrepreneurship. 

To avoid regulating every new business model and instead make consumers less 

vulnerable to the risks associated with them in the digital environment, it is necessary 

to focus on consumer education. The aim should be to develop a model that promotes 

self-determined and safe use of digital services. This would not only strengthen 

consumer protection but also increase awareness of issues such as cybercrime. 



Consultation DFA 

 

 

6 

Regarding unfair business practices, the focus should be on better enforcement of 

existing law. Especially the Annex I of UCPD (2005/29/EC) is already extensive. Dubious 

providers are hardly deterred by new regulations, while legally compliant companies 

are burdened by additional requirements – without any discernible added value for 

consumers and, in the worst case, with competitive disadvantages. 

Addictive Design  

The debate surrounding manipulative and addictive digital service design has gained 

significant momentum in recent years. The goal should be to encourage engagement 

that is healthy and developmentally beneficial for children, as already laid out in the 

guidelines to Art. 28 DSA. 

In fact, the Digital Services Act (DSA) already addresses key points of criticism regarding 

addictive design and implements binding regulations. Article 25 of the DSA explicitly 

prohibits the use of manipulative design elements, including those aimed at excessive 

use or dependency – such as endless scrolling, targeted notifications or psychologically 

effective reward systems. Digital service providers are obliged to strengthen users' self-

determination through neutral design of choices, understandable information and 

simple opt-out options. This has created a clear legal framework that combats 

addictive design across Europe. 

In addition, Annex I of the UCPD lists specific prohibited business practices, which also 

cover many forms of manipulative design. The GDPR also strengthens user protection, 

in particular through Article 7 (consent) and Article 25 (data protection by design). The 

European Data Protection Board has published guidelines specifically targeting 

misleading interface design in social media. 

Furthermore, there are specific obligations for very large platforms under Article 34 of 

the DSA. These must regularly assess and mitigate systemic risks, for example 

regarding algorithmic systems or the endangerment of young people. There is also an 

obligation to provide alternative recommendation systems that do not require user 

profiling. It is already apparent that these regulations have triggered measurable 

changes in platform design. 

It should also not be overlooked that many digital services already offer extensive self-

regulation features: users can limit their screen time, control notifications, filter 

content or deactivate specific features. Standardised settings, age-appropriate 

preconfigurations and parental control functions make an important contribution to 

protection, especially for minors. 

Against this background, it seems premature to create new legal regulations for 

addictive designs with a DFA. Instead, the focus should be on the coherent 

implementation and enforcement, effective control and cross-border interpretation of 

existing rules. European guidelines could contribute to the concretisation of these 

rules. 

We support the principle that default settings should maximise safety and privacy for 

children. However, it is important to retain service providers' flexibility in tailoring their 

services and avoid setting de facto requirements that may not be appropriate across all 

service types or age groups. 
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Specific features in digital products, such as 

video games, in-app purchases 

The e-Commerce Directive already contains comprehensive regulations that are also 

relevant, e.g. in the area of transparent information on prices and the scope of services 

prior to the conclusion of a contract. 

Here, too, guidance on the formulation of obligations under the e-Commerce Directive 

and consistent enforcement of the law may be sufficient. 

Throughout the EU, there is a vivid self- and co-regulatory system comprising age 

rating systems and age gating tools across devices and services that have proven 

successful in the past. Many solutions also provide for controls that, for instance, allow 

parents to manage the time a child spends online and whether children can purchase 

digital goods. With these measures already in place, the priority of EU legislators 

should be on enforcement of existing laws, before devising new rules. The role of self 

and co-regulation, and their ability to address topics in a fast and flexible way, should 

be recognised. The EU should avoid new legislation that disrupts legitimate business 

models and undermines a flourishing European video games sector. 

Unfair personalisation practices 

Personalised advertising is already comprehensively regulated today, so no new 

regulations are needed in a DFA. The existing rules protect consumers from 

exploitation of their weaknesses in particular. 

The GDPR regulates personalised advertising by stipulating that the processing of 

personal data for advertising purposes is only permitted if the data subject has given 

their informed, voluntary and specific consent (Art. 6(1)(a) GDPR). 

In addition, the GDPR stipulates that the principles of data minimisation and purpose 

limitation must be observed: Only as much data as is necessary for the advertising 

purpose may be processed, and it may not be stored indefinitely. Particularly sensitive 

data (such as health data or information on sexual orientation) may not be processed 

for personalised advertising. 

Overall, the GDPR ensures that personalised advertising is only permitted under strict 

conditions and that users' rights to data protection and informational self-

determination are preserved. 

The DSA regulates personalised advertising on several levels. Article 28(2) DSA 

prohibits targeted advertising to minors. The use of sensitive data (such as ethnic 

origin, political opinion, religious beliefs, sexual orientation or health data) for the 

placement of personalised advertising is also prohibited under Section 26(3) DSA. Very 

large online platforms (VLOPs) are also required under Article 27(3) DSA to give users 

the option to disable personalised content and recommendations. This applies to 

advertisements as well, giving users more control over the display of personalised 

advertising. 
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However, the DSA does not contain a complete ban on personalised advertising. Nor is 

such a ban in the interests of consumers: personalised advertising is not about 

manipulation, but about relevance. Advertising is geared to the interests of users and 

not to their weaknesses. They do not receive generic mass advertising, which is often 

perceived as annoying. Furthermore, personalisation meets the expectations of 

modern users and is an integral part of their digital experience. 

When implemented correctly, personalisation is also compliant with data protection 

regulations, as technological advances such as edge processing enable personal data to 

be processed in an increasingly decentralised and data-efficient manner. 

Personalised advertising also secures the financing and innovative strength of many 

digital offerings. For numerous companies, personalised advertising is an essential 

source of revenue, without which much free content and many services could not be 

offered. SMEs in particular secure their business models by using personalised 

advertising to promote their often niche-oriented products or services while remaining 

competitive in a highly competitive market.  

A 2025 economic report by Implement Consulting Group examines how personalised 

advertising helps European businesses to grow and fund accessible, affordable and 

diverse online services for consumers. Key findings from the report include: 

● Fuelling Economic Expansion and Competitiveness: Personalized advertising 

significantly boosts the European economy, generating an estimated €100 

billion in extra sales for EU companies. This activity contributes around €25 

billion to the GDP and is linked to the employment of nearly 600,000 people. 

● Aiding Small and Medium Enterprises (SMEs) and Startups: This form of 

advertising is a crucial tool for smaller businesses, bringing in an extra €80 

billion in revenue and promoting a fairer competitive environment. Close to 

75% of SMEs indicate that reaching customers would be difficult without 

personalized ads, highlighting its role as a cost-effective and highly efficient 

marketing channel for new and small ventures. 

● Essential Revenue Stream for Publishers: Personalized advertising offers vital 

financial support to publishers navigating rapid market shifts. It allows them 

to generate substantially higher income, thereby nurturing a diverse media 

ecosystem. Publishers earn twice as much from personalized placements 

compared to contextual ones, accounting for an estimated €10 billion in 

revenue. 

● Consumer Preference for Relevance: Consumers appreciate relevant 

advertisements, which are key to funding online content and providing useful 

product information that assists purchasing decisions. In fact, 75% of 

European consumers favour the existing personalized advertising model. 

● Future Growth with Generative AI: The integration of Generative AI is 

projected to dramatically amplify these benefits. By the year 2030, AI-

powered advertisements could stimulate an additional €250 billion in sales 

for EU businesses. This surge would potentially support 1,400,000 jobs and 

contribute a substantial €60 billion to European GDP. 

To ensure that European companies remain competitive, regulations should be 

designed to promote innovation and the ability to meet customer requirements, 

without creating unnecessary complexity and legal uncertainty.  
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Personalisation meets the expectations of modern users and is an integral part of their 

digital experience.1 That not only applies to advertising but also to other sectors, e.g. 

the automotive industry where personalisation of software is part of the current 

developments on the international market.  

Instead of blanket bans, clear guidelines and fair framework conditions are therefore 

needed. Flexible EU guidelines promote innovation and technological development in a 

better way than rigid rules. 

Harmful practices by social media influencers 

The legal framework for influencer marketing in the EU is already comprehensive and 

detailed.  

The consultation gives examples such as hidden marketing and the promotion and sale 

of potentially harmful products. These topics are already well regulated, and the same 

rules apply to influencers.  

The Unfair Commercial Practices Directive (UCPD) is decisive, according to which 

influencers are classified as ‘traders’ and must comply with the same transparency and 

disclosure requirements as companies. Any form of paid partnership – whether money, 

gifts, or services – must be clearly disclosed. Furthermore, since 2024, the DSA has 

further tightened transparency requirements for digital platforms, and the Audiovisual 

Media Services Directive (AVMSD) sets advertising standards for influencers. To achieve 

greater harmonisation, it would be suitable to revise the AVMSD first and focus the 

process on that framework. 

Unfair marketing related to pricing 

One aspect is so-called ‘Drip pricing’: here, stricter regulations could unfairly affect the 

industry if overly strict rules on pricing are ultimately imposed on the ordering process. 

In the case of online contracts, optional services are sometimes only displayed during 

the ordering process and added at the customer's request (e.g. add-on options). These 

are, of course, not displayed at the beginning of the ordering process. However, this 

also applies to optional services because the customer either usually already has a 

certain accompanying product (end devices such as routers as a rental model) or 

because a product is only relevant to certain user groups (e.g. child seats for vehicle 

rentals). Some purchases on apps also face similar situations: while fees are shown at 

certain stages of an order, it is not displayed throughout the process to ensure 

readability and adaptability. 

There are many more personalised marketing practices related to pricing, such as 

birthday vouchers etc. It must be ensured that overlapping or unclear regulation 

doesn’t hinder such well-established and non-discriminatory marketing practices.  

 

 

1 e.g. https://www.bitkom.org/sites/main/files/2025-01/bitkom-studie-digitales-
marketing-in-deutschland-2025.pdf 

https://www.bitkom.org/sites/main/files/2025-01/bitkom-studie-digitales-marketing-in-deutschland-2025.pdf
https://www.bitkom.org/sites/main/files/2025-01/bitkom-studie-digitales-marketing-in-deutschland-2025.pdf
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Issues with digital contracts (subscription and 

cancellation) 

Subscription traps are already effectively regulated by a variety of laws and guidelines. 

The DSA strengthens consumer protection in this space by prohibiting misleading user 

interfaces that make it difficult to terminate contracts, Art. 25 (1) and (3) DSA.  

Misleading business practices, such as those typical of subscription traps, are 

prohibited under the European Unfair Commercial Practices Directive. In particular, 

Article 9(d) of this Directive classifies obstacles to contract termination as aggressive 

commercial practices. 

Many digital platforms already regularly and proactively remind their users by email 

about current subscriptions or upcoming annual payments. In addition, they offer 

flexible options in the account settings to customise these reminders. 

Regulatory intervention should not replace these proven and differentiated 

mechanisms with blanket requirements. Users should continue to be able to decide for 

themselves how often and in what form they want to be reminded of their 

subscriptions. This is because overly frequent, non-customisable reminders can be 

perceived as ‘spam’ and thus have the opposite effect: frustration instead of 

transparency – and ultimately a poorer overview of existing subscriptions for 

consumers. 

Free trial periods are also already comprehensively regulated. The CRD regulates the 

information requirements, which also include the information on when a free period 

ends and how it turns into a paid subscription. For payments, the regulation states that 

an expressed consent is necessary. The UCPD also underlines this with its rules on 

misleading practices. Free trial periods are an important marketing tool that enables 

consumers to test products or services before making a purchase decision. New, stricter 

regulations would limit the availability of such trial periods and disadvantage 

consumers, as they would then have to pay for services without being able to test them 

first. Trial periods are an integral part of the main contract, and companies are obliged 

to inform consumers clearly and transparently about all conditions, the expiry date and 

the time at which costs are incurred. The collection of payment information at the 

beginning of a trial period serves to prevent abuse (where consumers create multiple 

new accounts to obtain a product or service for free), verify age and raise awareness of 

the subsequent payment obligation. Subsequent requests for this information or 

additional confirmation steps could distort the nature of the free trial period and create 

a misleading impression of a completely free service. If the EU were to mandate a 

second payment process at the end of the free trial, this would be unnecessarily 

burdensome for consumers and dissuade many developers from offering free trials – 

effectively undercutting one important monetisation avenue for small developers.  

Introductory offers should generally be treated differently from free trial periods and 

exempted from opt-in or reminder requirements, as customers are already paying for 

them and are therefore more aware of the subscription. 

In addition, the regulation of subscription models should be risk-based and distinguish 

between different types of subscriptions. For physical products, reminder or opt-in 

requirements are unnecessary, as the regular delivery of goods serves as a natural 
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reminder of the existence of the subscription. Additionally, for short-term subscriptions 

that can be renewed weekly or monthly, a requirement for frequent reminders would 

lead to information overload, consumer frustration and declining effectiveness; the risk 

for consumers is low in any case, as quick and timely cancellation is possible at any 

time. 

Excessive requirements for cancellation options should be viewed critically. Signing up 

for a subscription often involves several steps, such as creating an account, providing 

payment details and verifying contact information. This should be considered if the 

cancellation process is to be as simple as the conclusion of the contract. Even though 

online cancellation should be as simple as possible, companies should retain the option 

of communicating with customers during the cancellation process, provided this does 

not unnecessarily delay the process. This includes providing information about 

customer-friendly alternatives such as pausing or adjusting the subscription, pointing 

out pending or already shipped deliveries, and retention offers. Requesting logins, for 

example, is necessary to prevent third parties from misusing third-party accounts and 

to ensure user security. In addition, the ability to obtain feedback is crucial to enable 

companies to continuously improve their products and services. 

Price adjustments are a standard feature of the digital economy. It is important to 

allow companies to continue to do this and not to further restrict them. 

Terms and Conditions 

Even regarding general terms and conditions (GTC), it is not clear to what extent new 

regulations in this area would contribute to better consumer protection. This is 

because GTC are already required to be transparent, accessible, and easy for consumers 

to understand. Many companies invest considerable resources in minimising the 

length of their GTC and presenting them in a user-friendly format, including the use of 

plain language and clickable summaries to make navigation easier for consumers. 

Despite these efforts, simplifying GTC remains a challenge as they must contain a 

variety of legally required information. Mandatory disclosures often relate to the right 

of withdrawal, complaint procedures, dispute resolution mechanisms and data 

protection obligations, many of which are required by law. 

In order to improve consumer understanding, particularly as contracts are increasingly 

concluded via mobile devices, efforts should be made to reduce and simplify 

mandatory information requirements. Overloaded texts lead to consumers no longer 

reading them. It should therefore be examined what information must be provided to 

them in order to make an informed decision when concluding a contract and what can 

be omitted. In addition, summaries, for example, provide consumers with a good 

overview of the essential terms of the contract. 

Price increases 

One example of legal uncertainty and a lack of clarity in regulation leading to 

fragmentation is the issue of price increases. German courts, for example, initially 

discussed the validity of corresponding general terms and conditions for price increases 

because of an ‘announcement’. The (sometimes differing) requirements for general 
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terms and conditions mean that in practice it is simply impossible to develop valid 

general terms and conditions (as the customer should have a concrete idea at the time 

of concluding the contract under which circumstances a price increase can be 

expected). Furthermore, a ruling was issued that raised the fundamental question of 

whether ‘consent’ must always be obtained for price increases in the digital 

environment. As a result, it was decided that a ‘consent mechanism’ is ineffective if it 

presents customers with a fait accompli regarding the price increase instead of offering 

them an ‘offer to amend the contract’. As a result, the only viable option seems to be 

termination with notice of change, which, of course, is a worst-case scenario for 

companies due to its negative connotations. According to Polish jurisdiction, even in 

the case of ‘consent’, the possibility of a price increase must have been effectively 

agreed in advance in the general terms and conditions. Furthermore, it is repeatedly 

mentioned that a price increase must be justified and may not be based on a unilateral 

decision by the retailer, e.g. to increase margins. This seems strange in a ‘free trade 

system’. In order to be able to implement price increases in a legally compliant manner 

(the consequences are quite far-reaching in practice if a price increase has to be 

reversed due to a negative decision), a binding clarification across the EU would be 

necessary. 

AI chatbots 

AI-powered chatbots are increasingly being used by companies to communicate more 

efficiently with consumers and provide targeted support. At the same time, AI-powered 

communication offers the opportunity to better resolve customer issues, as chatbots 

can capture and process customer concerns more quickly, while also giving end 

consumers as much time as they need to find a solution. Unnecessary regulation would 

actually counteract the benefits of digitalisation in this area. In many cases, companies 

also offer users the option of interacting with a human being if they wish. 

AI-powered chatbots can assist consumers with simple issues around the clock and 

efficiently coordinate enquiries internally. They relieve the burden on customer service 

and improve accessibility, but they must not replace traditional communication 

channels. 

Neither the AI Act (Art. 14) nor the GDPR (Art. 22) prohibit such systems in principle. 

Rather, they ensure that human control is possible for high-risk applications and that 

human intervention can be requested for far-reaching decisions. 

The effectiveness of these regulations should be observed first before discussing 

further requirements. A blanket requirement for human involvement in all chatbot 

interactions would not do justice to the capabilities of modern systems and would 

create unnecessary bureaucracy. 

Protection of minors  

Design features such as autoplay, endless scrolling and algorithmic recommendation 

systems can in some cases lead to problematic forms of use, especially for children and 

young people. Excessive screen time, uncontrolled media consumption and increased 

exposure to extreme content carry the risk of negative effects. 
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Protecting young people in the media is a complex task for society as a whole, 

requiring the involvement of politics, businesses, civil society and academia alike. The 

aim must be to address risks effectively without undermining existing protection 

standards or unnecessarily restricting tried-and-tested solutions. New regulations 

should only be designed when, after a period of consequent enforcement, the current 

legislative framework proves to be insufficient. Even then, it would have to be 

compatible with existing laws such as the Digital Services Act (DSA) and national 

regulations of the Member States. 

In addition, all regulatory considerations should ensure that the fundamental 

principles of the EU internal market – in particular the free movement of goods and 

services in the field of digital content – are upheld. The country of origin principle, as 

enshrined in the eCommerce Directive and the AVMS Directive, must also remain a 

cornerstone. 

Regulatory considerations should also avoid double regulation and ensure that there 

are no conflicts of interest. The DSA already requires platforms to be transparent, for 

example regarding advertising and recommendation algorithms, and demands 

protective measures for minors and restrictions on the use of sensitive data for 

personalised advertising. At the same time, the GDPR imposes strict rules on the 

processing of personal data, including consent, purpose limitation and the rights of 

data subjects. Companies must therefore comply with both the requirements of the 

DSA and the GDPR when processing data. 

Article 28(2) of the DSA prohibits the display of advertising to minors based on 

profiling using their personal data. In addition, Article 26(3) DSA stipulates that 

platform operators may not display advertising if it is based on profiling within the 

meaning of Article 4(4) GDPR using special categories of personal data in accordance 

with Article 9(1) GDPR. However, this provision goes beyond the provisions of the 

GDPR, as it would allow processing in accordance with Article 9(2) of the GDPR. 

Horizontal issues | Consumer model 

Regulation should consider the case law of the European Court of Justice on the 

average consumer who is reasonably well-informed, observant, and circumspect. 

Excessive regulation in e-commerce jeopardises the central model of the responsible, 

informed and autonomous consumer. It implies that users of digital services are unable 

to assess for themselves what is right for them, thereby weakening their freedom of 

choice and personal responsibility. 

Online services already provide information that is relevant to decision-making. Future 

regulatory approaches must take into account the specific characteristics of digital 

commerce – from the perspective of both consumers and retailers. The aim must be to 

design information requirements and functional requirements in such a way that they 

are practical, understandable and effectively implementable. 

This requires simplification and digital adaptation of the requirements, as well as a 

stronger focus on the real conditions in digital marketplaces. 
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2 Simplification Measures 
In line with the new guiding principle of simplification, we welcome the fact that DG 

JUST also intends to reduce administrative burdens and establish an effective but 

leaner legal framework with its consultation on the DFA. 

The DFA can help set a standard by creating an overarching framework putting 

empowered consumers at the centre of the legal framework, ensuring that other laws 

do not undermine important consumer protections. The DFA can also help streamline 

and simplify existing consumer laws too – which are currently Directives and therefore 

subject to Member State interpretation - by harmonising these even further.  

The DFA should focus on simplifying the legislative framework by plugging gaps and 

ensuring regulatory consistency. The GDPR, ePrivacy Directive, DSA, DMA and the 

Accessibility Act all have consumer-relevant provisions, and some of these laws have 

only entered into force a short time ago. Additionally, there is a body of extensive 

guidance – such as the EDPB guidance on dark patterns. Many of the issues the DFA is 

looking to address are already partially or in total covered by other laws. The DFA 

should not add to the complexity or create overlaps or conflicts. Instead, it should focus 

on plugging gaps, complementing or providing more legal enforceability of good 

practices or standards. 

We welcome the ideas of simplification measures:  

Information obligations  

There are many ways to reduce and simplify information requirements. However, it 

should be noted that providing comprehensive information also serves to protect 

companies and may therefore be necessary. 

In the context of recurring transactions with the same company, especially 

transactions concluded via a user account, information requirements should be 

reduced. 

In this context, we welcome the proposal to make information available primarily in 

digital form. Digital provision makes it possible to deliver more up-to-date content, 

offer information in multiple languages, include additional content (e.g. via links) and 

increase overall user-friendliness. At the same time, dispensing with physical 

documents can make a positive contribution to environmental protection. 

The European Commission must consider updating its laws to allow companies to 

provide required consumer-facing information digitally. As the European Commission 

looks at reducing regulatory and administrative barriers for companies – SMEs in 

particular – while pursuing its climate objectives, digitisation can offer solutions which 

would greatly benefit European citizens. An example are manufacturers that are 

mandated by EU product regulation to provide regulatory information on safety and 

environment, as well as waste sorting, in physical form in three locations: 

• on the product 

• in printed documentation, within the product’s packaging, in each national 

language 
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• on the product packaging, in each national language 

Printed documentation is a notable contributor to the environmental impact of a 

product. Allowing companies to provide this information digitally as an alternative 

could empower consumers to better engage with the information by providing 

additional context, making it easier for visually impaired people to also access it, and 

unlocking environmental benefits. Not only does digitisation prevent paper waste, it 

avoids consuming resources to produce paper and ink, it reduces transportation 

emissions associated with moving documentation between supplier sites and 

consumers and enables more efficient product packaging. 

These benefits have been recognised by multiple jurisdictions around the world. As also 

voiced by the broader consumers’ electronics industry, we believe digitisation of 

regulatory information is an elegant pathway to enable consumers, market 

surveillance authorities, and other stakeholders to access relevant information with 

greater convenience, accessibility, and indelibility while promoting the Single Market. 

We therefore encourage the Commission to consider enabling digitisation of 

regulatory information. 

Printed documentation is rapidly discarded by most consumers, often without being 

read. Digital information empowers consumers to better engage with the material, as 

it is easily updated, available in multiple languages and formats, searchable, and more 

accessible to users with disabilities, such as those who are visually impaired. Moreover, 

digitization ensures that user instructions and important materials are available 

throughout the product lifecycle, with information that can remain up to date. For 

companies, it would also make it easier and less costly to adapt to regulatory changes 

and significantly reduce market entry barriers. In the short term, moving toward 

voluntary paperless information would significantly reduce business costs and 

environmental waste, aligning with the EU’s overall competitiveness and sustainability 

agendas. 

Price Indication 

The Price Indication Directive (PID) was drafted without legal review, which led to 

practical problems in its application and also failed to achieve its original goal of 

protecting consumers. To our understanding, a complete review of the PID would be in 

order, and it is not sufficient to address singular points in the DFA.  

A uniform interpretation of the Price Indication Directive within the EU is hardly 

possible. Different interpretations in individual Member States create a complex and 

difficult legal environment, especially for companies operating across borders that 

strive for uniform compliance with regulations. To make matters worse, the rulings of 

the European Court of Justice (ECJ), which are directly effective and must be taken into 

account in regulatory practice, are also often interpreted differently. These 

discrepancies in enforcement lead to significant distortions of competition within the 

EU internal market. 
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Fragmentation 

There is a clear tendency towards gold-plating in the Member States. Germany is also 

one of the Member States in which consumer protection regulations are often 

implemented more strictly, which entails additional burdens and puts national 

companies at a disadvantage. 

Added to this are the different interpretations and enforcement measures of national 

authorities and courts, which lead to considerable legal uncertainty. Companies 

operating in several Member States are thus confronted with a fragmented legal 

framework that entails high administrative costs and legal expenses. This creates 

unfair conditions, especially for German and EU-based companies, and fails to exploit 

the full potential of a harmonised digital single market. For this reason, regulations are 

generally to be welcomed. In the case of the DFA, however, there is a fear that new 

regulations will simply be created without addressing the real problem. 

The starting point should continue to be that consumers are self-determined and 

capable of making their own decisions. 

Overlapping regulation 

Many regulations, particularly on topics such as dark patterns, fall under the 

jurisdiction of different enforcement authorities with varying conditions and 

mechanisms. This leads to confusion and implementation gaps, especially for 

companies operating across borders. 

· A key challenge lies in the interaction between the GDPR, the ePrivacy 

Directive (Art. 5(3)) and the evolving Digital Fairness Act. The ePrivacy 

framework requires consent for the storage of or access to information on 

users' end devices; however, it is often unclear whether technical measures 

such as the use of working memory, IP-based access controls or the 

automatic caching of content fall under this. It is also unclear to what extent 

the existing consent exemptions under ePrivacy relate to the legal bases of 

the GDPR (such as contract performance or legitimate interest). 

Regulation must be able to take effect. There are a great many rules for consumer 

protection to which companies must respond. A regulatory pause is needed in order to 

thoroughly assess where improvements are needed. Additional sector-specific 

legislation is often unnecessary and can increase complexity for consumers. It also 

contains the risk of conflicts of interests or goals of different bodies of regulation.  
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Legal certainty and predictability 

Constant changes to legislation undermine trust and clarity. Businesses need 

regulatory stability, not frequent revisions. Laws need time to prove their effectiveness 

in practice, and consumers need time to understand and exercise their rights. 

Frequent changes confuse consumers and increase compliance costs for businesses, 

especially SMEs. A stable legal environment promotes innovation and global 

competitiveness. 

As previously outlined, strengthening consumer protection in the European Union 

primarily depends on the effective enforcement and consistent application of existing 

rules across all market participants, including those established in third countries. This 

objective does not necessarily require the introduction of new legislation. Instead, the 

current regulatory framework should be clarified, streamlined, and made more 

accessible – particularly for SMEs – to facilitate compliance. 

The European Union already possesses a comprehensive and robust legal framework 

for consumer protection, which must be applied and enforced uniformly across all 

actors in the internal market. Ensuring equal enforcement is essential to achieve 

meaningful progress in safeguarding consumers, especially minors and other 

vulnerable groups. 
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