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Almost three quarters
feel highly threatened
by both analogue and
digital attacks

To what extent do you consider
analogue and digital attacks (such
as data theft, industrial espionage,
and sabotage) a threat to your
company?
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Base: All the companies taking part in the survey (n=1.002) | Percentages may notadd up to 100% due to rounding | Source: Bitkom Research 2025
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More companies affected by attacks once again

Has your company been affected by theft, industrial espionage, or
sabotage within the past 12 months?
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Base: All the companies taking part in the survey (n=1.002) | * 2017 and 2019: »within the past two years« | Source: Bitkom Research 2025 b].tkom



Damage amounting to €289 billion for the German economy

What types of damage has your company suffered in connection with theft, industrial espionage,
or sabotage?

Damage due to.. Amount of loss in Amount of loss in Amount of loss in
billion euros (2025) billion euros (2024) billion euros (2023)

Failure, theft or impairment of information and production systems or operational procedures 73,3 54,5 35,0
Legal costs 53,0 53,1 29,8
Costs for investigations and remedial measures 37,0 32,2 25,2
Loss of revenue due to counterfeit or imitation products 30,6 39,2 15,3
Data protection measures, e.g. by public authorities 23,8 27,2 12,4
Lost of revenue due to the loss of competitive advantages 231 11,2 21,5
Patent infringements, including those occuring prior to filling 16,0 14,8 10,4
Reputational damage among customers or suppliers, negative media coverage 15,9 20,2 35,3
Extortion using stoling data 15,6 13,4 16,1
Outflow of funds due to attempted fraud 0,9 0,8 3,9
Other losses 0 0 1,1
Total annual damage 289,2 266,6 205,9

Base: All the companies taking part in the survey (n=1.002) | Multiple choices were possible | Minor discrepancies between the sum of individual losses and the total loss are due to rounding. | Source: Bitkom bitkom
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Intelligence agencies are targeting the economy

Which group of perpetrators was responsible for the incidents in the past 12 months?
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Customers

Suppliers

in percent
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Base: Companies affected by data theft, industrial espionage, or sabotage within the past 12 months (n=868) | Multiple choices were possible | bitkom
Source: Bitkom Research 2025



China and Russia remain the greatest threats

Could you determine the location or region from which these actions originated?
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21%
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Base: Companies affected by data theft, industrial espionage, or sabotage within the past 12 months (n=868) | Multiple choices were possible | Source: Bitkom Research 2025



How perpetrators are identified: greater support from
authorities

How did you obtain this information?
Analysis of log files

Information from authorities

Internal investigation

External investigation

Specific patterns of attack techniques

Exchange with other companies

Monitoring of forums on the dark web

Irregularities involving individuals or business processes

Tips or confessions from those involved

in percent
0 20 40 60
Base: Companies affected by data theft, industrial espionage, or sabotage within the past 12 months and with information on the origin or group of perpetrators (n=823) | Multiple b -tk
choices were possible | Source: Bitkom Research 2025 1 Om



Companies are mainly attacked digitally

Which of the following incidents has your company (presumably) been affected by
within the past 12 months?

Digital sabotage of information and production systems or operational
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Base: All the companies taking part in the survey (n=1.002) | Multiple choices were possible | Source: Bitkom Research 2025 b].tkom



Data theft: communication, customers, and finances

Which of the following types of digital data were stolen from your company?

W 2025
Communications data, such as email = 2024

W 2023

Customer data

Financial data

Intellectual property, such as patents, information
from research and development

~

Access data or passwords

Employee data

in percent 0 20 40 60 80

9 Base: Companies affected by the theft of digital data within the past 12 months (n=432) | Multiple choices were possible | Source: Bitkom Research 2025 b].tkom



Cyberattacks have continued to increase

How have the numbers of cyber attacks staged against your company
developed in the past twelve months?

In total 37 36 26 2
Sect i itical
gc ors in critica 37 29 30 A
infrastructure

Sectors in noncritical

infrastructure 37 37 25 |
B Significant increase B Moderate increase No change
B Moderate decrease B Significant decrease n/a
in percent

10 Base: All the companies taking part in the survey (n=1.002) | Percentages may notadd up to 100% due to rounding | Source: Bitkom Research 2025 b].tkom
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Attackers are
increasingly using
artificial intelligence
Do you have the impression that
artificial intelligence is being used

more frequently in attacks on your
company?

in percent

Base: All the companies taking part in the survey (n=1.002) | Source: Bitkom Research 2025
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Companies view
cyberattacks as
existential threats —
one in two is very well
prepared

To what extent do the following
statements apply?

50% (2024: 53%)

»Our company is very well prepared
for cyberattacks.«

in percent

Base: All the companies taking part in the survey (n=1.003) | Percentages for »Fully agree« and »Ratheragree« | Source: Bitkom Research 2025
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»Cyberattacks threaten the existence
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The majority of damages are caused by cyberattacks

What percentage of the total damage incurred can be attributed to cyberattacks?
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13 Basis: Companies affected by data theft, industrial espionage, or sabotage within the past 12 months (n=868) | Source: Bitkom Research 2025
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Ransomware is the most common cause of damage

Which of the following types of cyberattacks have caused damage in your
company within the past 12 months?
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14 Base: All the companies taking part in the survey (n=1.002) | Multiple choices were possible| Source: Bitkom Research 2025



One in seven companies pays ransom to attackers

Did you pay ransom in connection with ransomware attacks?

O

yes, multiple times

What was the total amount you paid in the

no yes, once

past 12 months?

€10.000 - €100.000 19
€100.000 - €500.000 34
___n/a
15 €500.000 - €1 million 12

€1 million or more 4

No response 29

Don't know 2
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in percent

15 Base (left): Companies affected by ransomware attacks (n=588) | Base right: Companies that paid ransom (n=86) | Source: Bitkom Research 2025 b].tkom



Economy expects an increase in cyberattacks

How do you expect the number of cyberattacks on your company to change over the next 12
months compared with the past 12 months?
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16 Base: All the companies taking part in the survey (n=1.002) | Percentages may notadd up to 100% due to rounding | Source: Bitkom Research 2025 b].tkom
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Investment in cybersecurity is on the rise

What percentage of your company’s total IT budget is estimated to be allocated to

IT security?
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Base: All the companies taking part in the survey (n=1.002) | Source: Bitkom Research 2025
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Digital sovereignty is becoming a key focus

Which of the following statements apply, in your opinion, to your company?

6/% 74

Policymakers need to provide

Our company depends on U.S.
security solutions. stronger support for German

providers of cybersecurity
solutions.

Base: All the companies taking part in the survey (n=1.002) | Source: Bitkom Research 2025
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Survey design

On behalf of Bitkome. V.
Methodology Computer Assisted Telephone Interview (CATI)
Statistical population Companies based in Germany having at least 10 staff members and an annual turnover of 1 million euros or more.

Executives responsible for the topic of economic security. This includes managing directors and, above all, executives

Target persons from the IT sector.

Nominal sample size n=1.002
Period of interviewing Between mid-April and mid-June 2025
Statistical fault tolerance +/- 3 percent in the totale sample

19 Source: Bitkom Research 2025 b].tkom



Contact

Bitkom e. V.
AlbrechtstraRe 10
10117 Berlin

bitkom.org
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Felix Kuhlenkamp

Head of Security Policy
Bitkom e. V.
f.kuhlenkamp@ bitkom.org
T 030 27576-279

Andreas Streim
Press Spokesman
Bitkom e. V.
a.streim@ bitkom.org
T 030 27576-112

Bettina Lange

Deputy Head of Bitkom Research
b.lange @bitkom-research.de
T 030 27576-547

bitkom


http://www.bitkom.org/

	Folie 1: Economic Security 2025
	Folie 2: Almost three quarters feel highly threatened by both analogue and digital attacks
	Folie 3: More companies affected by attacks once again
	Folie 4: Damage amounting to €289 billion for the German economy
	Folie 5: Intelligence agencies are targeting the economy
	Folie 6: China and Russia remain the greatest threats
	Folie 7: How perpetrators are identified: greater support from authorities
	Folie 8: Companies are mainly attacked digitally
	Folie 9: Data theft: communication, customers, and finances
	Folie 10: Cyberattacks have continued to increase
	Folie 11: Attackers are increasingly using artificial intelligence
	Folie 12: Companies view cyberattacks as existential threats – one in two is very well prepared
	Folie 13: The majority of damages are caused by cyberattacks
	Folie 14: Ransomware is the most common cause of damage
	Folie 15: One in seven companies pays ransom to attackers
	Folie 16: Economy expects an increase in cyberattacks
	Folie 17: Investment in cybersecurity is on the rise
	Folie 18: Digital sovereignty is becoming a key focus
	Folie 19: Survey design
	Folie 20: Contact

