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Open Source Software Security - A Realization 

80-90%
Open source 
makes up 80-90% 
of applications

Source: Forrester

Today, you can't 
develop software 
without doing open 
source!

— Mercedes Benz
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Crime Pays
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Cybercrime: World’s 3rd Largest Economy

#1
#2

#3

https://10guards.com/en/articles/cybercrime-as-empire-would-be-the-worlds-third-largest-economy/ 

https://10guards.com/en/articles/cybercrime-as-empire-would-be-the-worlds-third-largest-economy/
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Costs to World Economy reaching $10.5 Trillion by 2025

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/ 

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
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Software Supply Chain Attacks increase 742% in 3 years

https://www.sonatype.com/state-of-the-software-supply-chain/open-source-supply-demand-security 

https://www.sonatype.com/state-of-the-software-supply-chain/open-source-supply-demand-security
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Global Supply Chain
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What is a Software Supply Chain?

https://slsa.dev/
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Where are the Threats?

https://slsa.dev/
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Where are the Threats?

https://slsa.dev/
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Where are the Threats?

https://slsa.dev/
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Where are the Threats?

https://slsa.dev/



13 COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)COPYRIGHT (C) 2023, ECLIPSE FOUNDATION, INC. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)

Who Maintains 
The Supply Chain?
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Dependencies



15 COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)

npm Dependency 
Maintainers

Source: https://anchore.com/blog/open-source-is-bigger-than-you-imagine/
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npm Dependency 
Maintainers (top 5%)

Source: https://anchore.com/blog/open-source-is-bigger-than-you-imagine/



17 COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)

Open Source Software Security - A Realization 

The next 
log4shell is 

coming our way!
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Governments have started to notice
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Eclipse Foundation Challenge

Know how to react 
to next Log4Shell?

Massive reputational risk

Supply Chain Security 
is technical debt

Unlikely that developers will be able 
to address it on their own
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To be the leading open 
source foundation 

globally in implementing 
supply chain security 

best practices

Vision
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Eclipse Foundation

Infrastructure 
for Open 

Collaboration
Ecosystem

Development
Community 
Governance
& Processes

IP Management
& Licensing

OSS Platform

Products Added Value
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OSS Platform

Products Added Value

Infrastructure 
for Open 

Collaboration

Ecosystem
Development

Community 
Governance
& Processes

IP Management
& Licensing

Supply Chain 
Security
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Shared 
Cost

Regulation Compliance 
across jurisdictions

Define services and processes

Create a Culture and Skillset

Security - Community Effort
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Software Supply Chain & Threats
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Security Audits



26 COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)

Vulnerability reports management 
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Security Policy

https://gitlab.eclipse.org/security/best-practices/-/blob/main/templates/SECURITY.md 

https://gitlab.eclipse.org/security/best-practices/-/blob/main/templates/SECURITY.md
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GitHub Private Advisories
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Software Supply Chain & Threats
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OpenSSF Scorecard

https://github.com/ossf/scorecard 

● Automated tool that assesses a number of 
important heuristics ("checks") associated with 
software security

● Assigns each check a score of 0-10

● We consider it as a trends indicator
○ Reaching a score of 10 is not necessarily a goal, nor is it 

desirable.

https://github.com/ossf/scorecard
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How it started…

https://mikael.barbero.tech/blog/post/eclipsefdn-scorecard-aug2022/ 

https://mikael.barbero.tech/blog/post/eclipsefdn-scorecard-aug2022/
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Taming the Octocat, at our scale!

GitHub Organizations…
and counting!

150+

GitHub Repositories…
and counting!

1000+
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…how it’s going!

https://gitlab.eclipse.org/eclipsefdn/security/otterdog 

https://gitlab.eclipse.org/eclipsefdn/security/otterdog
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In one sentence!

Command line tool to 
administer GitHub 
resources, such as 
organization and 
repository settings, as 
code
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Software Supply Chain & Threats



36 COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)36

SLSA

https://slsa.dev  

● Set of incrementally adoptable guidelines for 
supply chain security

https://slsa.dev
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SLSA

https://slsa.dev  

$ slsa-verifier verify-artifact my-binary \
  --provenance-path my-binary.intoto.jsonl \
  --source-uri github.com/my-org/my-project \
  --source-tag v1.5.3
Verified signature against tlog entry index 3189970 at URL: 
https://rekor.sigstore.dev/api/v1/log/entries/206071d5ca7a2346e4db4dcb19a648c7f13b4957e65
5f4382b735894059bd199
Verified build using builder 
https://github.com/slsa-framework/slsa-github-generator/.github/workflows/builder_go_slsa
3.yml@refs/tags/v1.2.0 at commit 5bb13ef508b2b8ded49f9264d7712f1316830d10
PASSED: Verified SLSA provenance

https://slsa.dev
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SLSA

https://slsa.dev  

https://slsa.dev
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SLSA

https://slsa.dev  

https://slsa.dev
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SLSA

https://slsa.dev  

https://slsa.dev
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Software Supply Chain & Threats
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Infrastructure Hardening



43 COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)COPYRIGHT (C) 2023, ECLIPSE FOUNDATION. | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)43

Infrastructure Hardening
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● Harden infrastructure
○ Secret management, traceability, 

auditability, monitoring

○ accounts.eclipse.org (e.g., 2FA)

● Dependency management
○ Vulnerabilities tracking

○ Opportunity for a joined effort with 
legal’s team

● Harden distribution
○ Reconsidering the approach to 

download.eclipse.org

What’s next?
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https://www.eclipse.org/org/workinggroups/eclipse-cyber-risk-concept.php 

https://www.eclipse.org/org/workinggroups/eclipse-cyber-risk-charter.php 

https://www.eclipse.org/org/workinggroups/eclipse-cyber-risk-concept.php
https://www.eclipse.org/org/workinggroups/eclipse-cyber-risk-charter.php
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Thank you!


