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Cyber Resilience Act

Status quo

As Bitkom, we put forward our general comments on the Commission’s proposal for
the Cyber Resilience Act in two different position papers. As the discussions on the text

are ongoing in Council and Parliament, we want to further elaborate on certain points
to provide constructive additions during this process. In the following, we therefore
give a more detailed assessment of certain articles and concepts within the Cyber
Resilience Act that also picks up specific wording.

Bitkom evaluation

Bitkom generally welcomes the Commission's proposal to create a more efficient legal
framework to improve cybersecurity. Nevertheless, we see some important aspects
which should be optimized and clarified during the legislative process. Building on our
previous position paper we have compiled amendments based on a consensus
approach within our diverse membership.
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1 Definitions (Article 3)

Numerous definitions are used to describe the products covered by the Cyber
Resilience Act (Article 3). To improve the comprehensibility of the scope and
encompassed products (Article 2), it should be considered to include these definitions
in Article 2 ("Scope") instead of Article 3 to describe the subject matter more precisely.

Furthermore, the definitions should be sharpened, those include inter alia

Article 3

Definitions
Amendment 1: Article 3 - paragraph 2

(2) ‘remote data processing’ means any data processing at a distance forwhich

is enabled by a cloud service that the manufacturer of a product has designed
and developed and is essential for achieving that product’s primary function.

Amendment 2: Article 3 - paragraph 9 - new element

(9) ‘incident’ means an event compromising the availability, authenticity,
integrity or confidentiality of stored, transmitted or processed data or of the
product with digital elements offered by, or accessible via, network and

information systems;

The current draft proposal lacks a definition of what constitutes an incident. This
addition to the definitions aims to give guidance to the companies in which cases
reporting procedures must be fulfilled.

Amendment 3: Article 3 - paragraph 18

(18) ‘manufacturer’ means any natural or legal person who develops or
manufactures products with digital elements or has products with digital
elements designed, developed or manufactured, and markets them under his

or her name or trademark;whether-forpayment-orfree-of charge;

The amendment aims to align the definition with the New Legislative Framework, in
particular the Market Surveillance Regulation (EU) 2019/1020. The aspect of ‘whether
for payment or free of charge’ is also already covered in definition (23) ,making
available on the market “.
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Amendment 4: Article 3 - paragraph 20

(20) ‘importer’ means any natural or legal person established in-the within the

third country on the Union market;

This amendment aims to align the definition for ‘importer’ to the existing definition
according to the Market Surveillance Regulation (EU) 2019/1020.

Amendment 5: Article 3 - paragraph 21

(21) ‘distributor’ means any natural or legal person in the supply chain, other than
the manufacturer or the importer, that makes a product with digital elements

available on the Union market witheutaffecting-itsproperties;

This amendment aims to align the definition for ‘importer’ to the existing definition
according to the Market Surveillance Regulation (EU) 2019/1020.

Amendment 6: Article 3 - paragraph 31

(31) ‘substantial modification’ means a change to the product with digital
elements, exluding security and maintenance, following its placing on the
market, which is not foreseen by the manufacturer and affects the
compliance of the product with digital elements with the essential
requirements set out in Section 1 of Annex | or results in a modification to the
intended use for which the product with digital elements has been assessed;

The definition of substantial modification should be in line with the definition used in
other EU Regulations, such as the proposed Machinery Regulation. Furthermore, it is of
importance that regular security and maintenance updates are not considered a
substantial modification since they do not impact the foreseen use and functionalities
of the product.

Amendment 7: Article 3 - paragraph 33

(33) ‘national competent authority’ means any entity identified to perform the
functions defined under Directive (EU) 2016/1148 or its recast;

We propose to align the reporting structures of the Cyber Resilience Act to the NIS
Directive and have therefore added a definition referencing the national compentent
authorities.
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Amendment 8: Article 3 - paragraph 35

(35) . o . lefined_in Article [Article X]_of Directi
[Bireetive XOAOOHNIS2)); ‘vulnerability’ means a weakness, susceptibility
or flaw, as defined in NIS2 (art 6:15) and in scope with CSA (art 1), e.g.,

including ICT products, ICT services and ICT processes, that can be exploited
by a cyber threat actor, while considerations for plausible exploitation has
been given to provisions laid down in Article 5 and 10:10 of this regulation;

Cybersecurity risks are a term used for risks in relation to information security.
However, vulnerabilities are the accurate term when referencing the IT security of
hardware and software products.

Amendment 9: Article 3 - paragraph 39

(39) ‘actively known exploited vulnerability’ means a vulnerability for which
reliable evidence exists that execution of malicious code was performed by
an actor on a system without permission of the system owner. These known
exploited vulnerabilities shall be subject to reporting requirements;

In technical terms it is more accurate to speak of 'known exploited vulnerability' rather
than ‘actively exploited vulnerabilities’. Known exploited vulnerabilities shall be
subject to reporting requirements to the national competent authorities. However, in
alignment to responsible disclosure they shall not be made publicly until a patch is
implemented or made available.

Amendment 10: Article 3 - paragraph 40 - new element

(40) ‘known exploitable vulnerabilities’ means a vulnerability for which reliable
evidence exists that execution of malicious code can be performed by an
actor on a system without permission of the system owner. These
vulnerabilities shall not be subject to reporting requirements;

A definition for ‘known exploitable vulnerabilities’ is missing but referenced in the
requirements of the Annex. We therefore propose to add that definition into the text
of the Cyber Resilience Act and use the existing terminology and definition of
‘vulnerabilities’ of the NIS2 Directive 2022/2555. Furthermore, as existing terminology
refers to ‘known exploited vulnerabilities’ the Cyber Resilience Act should use that
phrase instead of ‘exploitable’.
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Amendment 11: Article 3 - paragraph 45

(412) ‘spare parts’ are safety components that are intended to replace identical
components and are supplied by the manufacturer of the original product.
The provision of spare parts shall not be regarded as a new placing on the
market or a seperate placing on the market solely of the spare part.

Since not all spare parts are safety related components the word ‘safety’ should be
deleted.

Furthermore, ‘without delay’ is used in various Articles, Recitals and in the Annex as
well. This phrase remains unclear whereas “without undue delay” has a fixed legal
meaning and should be used instead to avoid uncertainty.

2 Scope
(Recital 10 & Article 2)

From Bitkom's point of view, the scope of the Cyber Resilience Act is not sufficiently
clear. Therefore, we urge the co-legislator to clarify the definitions listed earlier,
keeping in mind the lex generalis nature of the Cyber Resilience Act. This applie in
particular to Open source software and Software-as-a-Service.

Open source software is a major engineering tool for most industries and increasingly
for the public sector. It lowers the barriers for entry to market, reduces overhead, and
fosters competitiveness and competition. Therefore, it is essential to clearly exclude
open source software from the scope of the Cyber Resilience Act. The current exclusion
in Recital 10 lacks an accurate representation of the manifold realities of open source
software.

It is fundamentally important to clearly differentiate between the joint software
development within an open source software project (typically called “upstream”
project) and the commercial use of the open source software in a product (typically
called “downstream” use). The collaborative nature of upstream open source software
development does not fit the concept of a manufacturer as no single responsible entity
can be identified. Open source software is a common good. In contrast, downstream
use of open source software is under the purview of a clearly identifiable
manufacturer. As a result, it must be made clear that only the latter case is covered by
the regulation.

Treating the inherently collaborative upstream open-source software under this
regulation creates uncertainties and ambiguities with respect to responsibilities
among the contributors to that software. This can result in a detrimental impact on
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the open source software ecosystem, even negating the intended purpose of the Cyber
Resilience Act by hampering contributions of security improvements.

Open source organizations facilitate the joint development of upstream open-source
software by various contributors, but they do not act as individual manufacturers in
the sense intended by the CRA. Therefore, projects hosted by such organizations as
well as the organizations themselves should not be in scope of this regulation.

Recital 10 excludes open source software that is not used in the course of a
commercial activity but does not define the term or give details on how to assess the
intended use and/or the determination of the intended use and/or a default category
if no determination was done in advance. We suggest including that reference into
Article 2 (Scope) of the Cyber Resilience Act as well.

Amendment 12: Recital 10

In order not to hamper innovation or research, free and open source software (OSS)
developed or supplied outside the course of a commercial activity should not be
on. This-is-in-particularthe-caseforsoftware includingits
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thesoftware: Free and open source
freely accessible, usable, modifiable, and redistributable. Free and open-source
software is fundamentally based on collaborative development in a shared space (aka
“upstream project”), thus placing it inherently outside of the realm of a single
manufacturer. Therefore, the free and open-source software in this shared space
(“upstream” project) is not covered by this Regulation. However, all free and open-
source software can be used in the context of a commercial activity (aka
“downstream” use). Commercial activities can be differentiated in profit-oriented
activities, such as specific manufacturers that bundle FOSS to sell products and
services and non-profit-oriented activities that usually foster the collaborative
development of FOSS like the upstream projects themselves. This Regulation therefore
applies only to such profit-oriented downstream use of free and open-source software
under the purview of a specific manufacturer. The mere hosting or distribution of
open-source software, participation in open-source projects, irrespective of whether a
sponsorship or membership fee is paid, or technical support of a third person does
neither make the person nor the OSS project a manufacturer nor qualifies as a
commercial activity in the reading of this Regulation.

Amendment 13: Article 2(1)

Article 2
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Scope

1. This Regulation applies to products with digital elements whose intended or

reasonably-foreseeable-use forseen use as defined by the manufacturer
includes a direct erindirectogical-orphysieal data connection to a device-or

network.

In all cases it is reasonably foreseeable that a user operates a product in an
environment that is neither foreseen nor intended for by the manufacturer. Using the
current definition, ‘intended or reasonably foreseeable’, will force the manufacturer to
design and develop the product always for the highest risk level. For example a
temperature sensor intended to be used in a home environment could be used in a
critical industrial environment. Would this scenario be ‘reasonably foreseeable’ and
must be addressed by the manufacturer? From a cybersecurity and economic
perspective, this would be neither reasonable nor appropriate. Lastly, this principle is
also in alignment with industrial practices as well as the New Legislative Framework
(NLF).

The current definition ‘data connection to a device’ would in practice mean that any
product is covered if it communicates, independent of its cybersecurity risk. Covering
indirect connections would in practice mean that any product is covered if it can
potentially communicate. Instead due to proportionality considerations the focus
should remain on cyber resilience. Products with digital elements that are intended to
be connected to another device - but not intended to be connected to a network (the
‘internet’) should not be covered by the scope of the Cyber Resilience Act. Otherwise,
all types of data connections between devices would be covered, including products
which do not pose a cybersecurity risk.

Amendment 14: Article 2(2)

2. This Regulation does not apply to products with digital elements to which the
following Union acts apply:

(a) Regulation (EU) 2017/745;
(b) Regulation (EU) 2017/746;
(c) Regulation (EU) 2019/2144;
(d) Regulation (EU) 2022/2555.

This amendment ensures that there is no regulatory overlap by excluding the NIS
Directive 2022/2555 from its scope.

Amendment 15: Article 2(4)

4. This Regulation lays down specific rules and essential requirements with
regard to cybersecurity for products with digital elements. Where other
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Union legislation lays down requirements covering all or part of the risks
covered by the essential requirements set out in Annex | of this Regulation,

those requirements (or sectoral rules) in other Union legislation shall cease to
apply.

Amendment 13: Article 2(6) - new element

6.

This Regulation does not apply to

free and open-source software in shared space (“upstream” project) is not
covered by this Regulation. However, all free and open-source software can
be used in the context of a commercial activity (aka “downstream” use). This
Regulation therefore applies only to such commercial downstream use of free
and open-source software under the purview of a specific manufacturer. The
mere hosting of open-source software, participation in open-source projects,
irrespective of whether or not a membership fee is paid, and technical
support of a third person does neither make the person nor the OSS project a
manufacturer nor qualifies as commercial use in the reading of this
Regulation;

‘spare parts’ components for the repair of products with digital elements to
replace identical parts integrated into products, provided that they are
supplied solely for the repair of such products.

The provision of spare parts shall not be regarded as a new placing on the market or a

separate placing on the market solely of the spare part. The Cyber Resilience Act

should address the aspects of spare parts and define a realistic transitional period that

allows the repair of products that have been placed on the market after the date of

obligatory application of the regulation. This aspect should not be left out, especially

considering the European commitment to sustainability.

This principle would also create alignment with the Blue Guide :

10
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‘Such repair operations are often carried out by replacing a defective or worn item by a
spare part, which is either identical, or at least similar, to the original part (for example
modifications may have taken place due to technical progress, or discontinued
production of the old part), by exchanging cards, components or sub-assemblies. If the
original performance of a product is modified (within the intended use, range of
performance and maintenance originally conceived at the design stage) because the
spare-parts used for its repair perform better due to technical progress, this product is
not to be considered as new according to Union harmonisation legislation.” (The ‘Blue
Guide’ on the implementation of EU product rules 2022, Repairs and modifications to

products)

3 Criticality of products

(Article 6)

In its proposal, the European Commission distinguishes between three types of
products with digital elements: Products with Digital Elements, Critical Products with
Digital Elements and Highly Critical Products with Digital Elements. We welcome this
approach in general, as such a distinction follows the necessary risk-based approach.
Different levels of assessments depending on the criticality of the products make
sense. However, the assignment of products to these assessment procedures should be
free of overlap and unambiguous, and the manufacturer should have a clear
framework for action. Due to that we recommend an approach primarily based on
intended use environment. The security level of products used in the area of critical
infrastructure must not fall behind that of the infrastructure itself. The assessments
must also be chosen accordingly. To reduce legal uncertainty, given that the list cannot
be considered exhaustive at all times, we urge the co-legislators to add the intended
use of a product as the decisive characteristic for classification as (highly) critical. An
approach based on critical infrastructure, industrial setting and consumers should be
considered, also due to the economic impact on the pricing of products depending on
the essential requirements a company has to implement.

Further tightening will come from the inclusion of components in the scope and partly
in Class Ill. Impracticable short transition periods will affect component
manufacturers. It is to be feared that component suppliers will no longer be able or
permitted to deliver at the end of the transition period. Even if the component
manufacturer can then deliver a successor or new version of the component, this will
come too late for the equipment manufacturer, because the replacement of
components usually requires design changes, new tests, etc.

There is also a risk that the Cyber Resilience Act in the EU will exacerbate supply chain
issues for semiconductors in particular. Device manufacturers still have big problems

11
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getting chips for their products on the world market. If chip manufacturers require
additional approvals for their chips as a result of the Cyber Resilience Act, it is to be
feared that they will supply EU customers on a lower priority basis or, in the meantime,
not at all. Overall, the impact of the classification as well as the scope on often multi-
level supply chains is highly critical.

The following amendments aim to clarify the classification and create legal certainty
for companies implementing the regulation.

Amendment 14: Article 6(1)

Critical products with digital elements

1. Products with digital elements that belong to a category which is listed in
Annex Ill shall be considered a candidate to be critical products with digital
elements. Products which have the core functionality of a category that is
listed in Annex Ill to this Regulation shall be considered as falling into that
category. Categories of critical products with digital elements shall be divided
into class I and class Il as set out in Annex Ill, reflecting the level of
cybersecurity risk related to these products.

Amendment 15: Article 6(2)

2. The Commission is empowered to adopt delegated acts in accordance with
Article 50 to amend Annex Il by including in the list of categories of critical
products with digital elements a new category or withdrawing an existing
one from that list according to the scope under Article 6(2). When assessing
the need to amend the list in Annex Ill, the Commission shall take into
account the level of cybersecurity risk related to the category of products with
digital elements. In determining the level of cybersecurity risk, one or several
of the following criteria shall be taken into account:

{b}(a) theintended critical use in sensitive environments, including in industrial
settings or by essential entities of the type referred to in the Annex [Annex I]
to the Directive [Directive XXX/XXXX (NIS2)];

{a}(b)  the cybersecurity-related primary functionality of the product with digital
elements, and whether the product with digital elements has at least one of
following attributes:

(i) it is designed to run with elevated privilege or manage privileges;

(if) it has direct or privileged access to critical networking or computing
resources;

(iii) it is designed to control access to sensitive data or operational technology;

12
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(iv)

it performs a function critical to trust, in particular security functions such as
network control, endpoint security, and network protection.

the intended use of performing critical or sensitive functions, such as
processing of personal sensitive data;

the potential extent of an adverse material impact, in particular in terms of
its intensity and its ability to affect a plurality of persons;

the extent to which the use of products with digital elements has already
caused material er-nen-material loss or disruption or has given rise to
significant concerns in relation to the materialisation of an adverse material
impact.

The amendments of Article 6(2) aim to clarify the legal basis of the classification of

products with digital elements by referencing its scope. Furthermore, the intended use

environment of the product with digital elements is amended as the primary classifier.

Amendment 16: Article 6(3) & 6(5)

The Commission is empowered to adopt a delegated act in accordance with
Article 50 to supplement this Regulation by specifying the definitions of the
product categories under class | and class Il as set out in Annex Ill. The
delegated act shall be adopted [by 12 months since the entry into force of this
Regulation]. Before adopting such delegated acts, the Commission shall carry
out an impact assessment and shall carry out consultations.

The Commission is empowered to adopt delegated acts in accordance with
Article 50 to supplement this Regulation by specifying categories of highly
critical products with digital elements for which the manufacturers shall be
required to obtain a European cybersecurity certificate under a European
cybersecurity certification scheme pursuant to Regulation (EU) 2019/881 to
demonstrate conformity with the essential requirements set out in Annex |,
or parts thereof. Before adopting such delegated acts, the Commission shall
carry out an impact assessment and carry out consultations in accordance
with Article 56 of Regulation (EU) 2019/881. When determining such
categories of highly critical products with digital elements, the Commission
shall take into account the level of cybersecurity risk related to the category
of products with digital elements, in light of one or several of the criteria
listed in paragraph 2, as well as in view of the assessment of whether that
category of products is:

used or relied upon by the essential entities of the type referred to in Annex
[Annex I] to the Directive [Directive XXX/ XXXX (NIS2)] or will have potential
future significance for the activities of these entities; or

relevant for the resilience of the overall supply chain of products with digital
elements against disruptive events.

13
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These amendments aim to ensure to limit negative repurcussions on manufacturers
and strenghten the democratic process by providing for an impact assessment and
consultations.

4 Obligation of
manufacturers (Article 10)

Amendment 17: Article 10(1)
Obligations of manufacturers

1. When placing a product with digital elements on the market, manufacturers
shall ensure that it has been designed, developed and produced in accordance
with the essential requirements set out in Section 1 of Annex I. When
implementing the relevant essential requirements set out in Annex |, the
manufacturer shall take into account the state of the art, the costs and
advantages/disadvantages of implementation of each individual measure
and the intended use of the product with digital elements as well as the
related risk of varying likelihood and severity.

This amendment aims to strengthen the risk-based approach of the Cyber Resilience
Act in the implementation of the essential requirements.

Amendment 18: Article 10(4)

4. For the purposes of complying with the obligation laid down in paragraph 1,
manufacturers shall exercise due diligence when integrating components
sourced from third parties in products with digital elements. They shall
ensure that such components do not compromise the security of the product
with digital elements. Manufacturers who exercised due care shall not be
responsible for the fault of a third party under this Regulation.

This amendment shall protect manufacturers from liability for a fault of commited by
a third party.

Amendment 19: Article 10(5) & 10(6)

5. The manufacturer shall systematically document, in a manner that is
proportionate to the nature and the cybersecurity risks, relevant cybersecurity

14
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aspects concerning the product with digital elements, including
vulnerabilities they become aware of and any relevant information provided
by third parties, and, where applicable, update the risk assessment of the
product.

6-(a) When placing a consumer product with digital elements on the market,
and for the expeeted estimated product lifetime or for a period of five years
from the placing of the consumer product on the market, whichever is
shorter, manufacturers shall ensure that vulnerabilities of that product are
handled effectively and in accordance with the essential requirements set out
in Section 2 of Annex |.

(b) When placing a non-consumer product with digital elements on the
market, and for the manufacturer’s estimated product lifetime or for a period
of five years from the placing of the non-consumer product on the market,
whichever is shorter, manufacturers will offer technical support (per
agreements between a manufacturer and its customers), and support
provided would be in accordance with the essential requirements set out in
Section 2 of Annex I.

Manufacturers shall have appropriate policies and procedures, including coordinated
vulnerability disclosure policies, consistent with referred-to-in- Section 2, point (5), of
Annex |, to process and remediate potential vulnerabilities in the product with digital
elements reported from internal or external sources.

This amendment aims to capture the complexities and differences of B2B products and
consumer products in relation to the estimated product lifetime and associated
technical support. In B2B environments each system/network is unique due to legacy,
differences in the mix of generations of technology, software versions, and suppliers,
hence technical support can be very resource intensive and should be defined prior
through an agreement.

Amendment 20: Article 10(10)

10. Manufacturers shall ensure that products with digital elements are
accompanied by the information and instructions set out in Annex I, in an
electronic or physical form. Such information and instructions shall be in a
language which can be easily understood by users. They shall be clear,
understandable, intelligible and legible if the users may also be consumers.
They shall allow for a secure installation, operation and use of the products
with digital elements.

In the case of B2B products instructions might be more complex and technically
challenging. Therefore, easily understandable language shall only be a requirement for
consumer products since this does not reflect the realities of B2B products.

15
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Amendment 21: Article 10(12)

12. From the placing on the market and for the estimated expected product
lifetime or for a period of five years after the placing on the market of a
product with digital elements, whichever is shorter, manufacturers who know
or have reason to believe that the product with digital elements or the
processes put in place by the manufacturer are not in conformity with the
essential requirements set out in Annex | shall immediately take the
corrective measures necessary to bring that product with digital elements or
the manufacturer’s processes into conformity, to withdraw or to recall the
product, or to implement other measures to reasonably reduce the relevant
cyber risks such as additional safeguards, countermeasures or customer
advisory, as appropriate.

The wording ‘estimated product lifetime’ is prefered to ‘expected product lifetime’
since the term estimate captures potential deviations in product lifetimes.

Amendment 22: Article 10(14)

Informing users is considered contra productive since it would also mean providing
the public with information on future vulnerabilities. This would go against the
principles of vulnerable disclosure by providing easily accessible information on
vulnerable products to malicious entities and go against the intentions of the Cyber
Resilience Act. Informing the market surveillance authorities before a company ceases
its operations due to e.g., bankruptcy is not realistic.

We also suggest deleting the similar requirements for importers (Article 13(9)) and
distributors (Article 14(6)).

5 Vulnerability & Incident
Reporting (Article 11)

16
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Amendment 23: Article 11(1) & 11(2)

Reporting obligations of manufacturers

1. The manufacturer shall, without undue delay and-inany-event-within24
hours-of becomingaware-ofit; and when it has a reasonable belief that a

critical or high vulnerability is present and exploitable in the product with
digital elements, and after the manufacturer has issued clear remediation
guidance, notify to-ENISA- to the national CSIRTs designated as coordinators
pursuant to Article [Article 12(1) of Directive (EU) 2022/2555 any-actively
exploited known exploited vulnerability contained in the product with digital
elements. The notification shall include details concerning that vulnerability
and, where applicable, any corrective or mitigating measures taken. ENISA

The CSIRT shall, without undue delay, unless for justified cybersecurity risk-
related grounds forward the notification to ENISA the—émldesgnated—fer

concerned-upon-receipt and inform the market surveillance authority about

the notified vulnerability. Notification shall not subject the manufacturer to
liability, and the manufacturer’s report shall be protected from disclosure and
cannot be used as evidence against the manufacturer.

2. The manufacturer shall, without undue delay and when it has a reasonable

belief that a significant incident has occurred inany-evertwithin24-hoursof

becomingaware-ofit, notify to ENISA the national CSIRTs any incident having
significant impact on the security of the product development, build and

distribution environment of a product with digital elements already made
available on the market. ENISA The national CSIRTs, designated as the single
point of contact in accordance with Article [Article 12(1)] of Directive
[Directive 2022/2555 (NIS2)] of the Member States shall, without undue
delay, unless for justified cybersecurity risk-related grounds, forward the
notifications to ENISA the-single pointof contact designated-inaccordance

ith Article [Article X} of Directive [Directive XOOMAOOONIS2)] of
Member-States-concerned and inform the market surveillance authority

about the notified incidents. The significant incident notification shall include
strictly necessary information to make the competent authority aware of the
incident and allow the entity to seek assistance if requires entheseverityand
impact-oftheineident and, where applicable, indicate whether the
manufacturer suspects the incident to be caused by unlawful or malicious
acts or considers it to have a cross-border impact. Notification shall not
subject the manufacturer to liability and the report shall be protected from
disclosure and cannot be used as evidence against the manufacturer.

In alignment with the NIS 2 the manufacturers should notify of known vulnerabilities
to their respective national single point of contact as defined in the MS under the NIS 2
(i.e. CSIRTs). The national single points of contact should than transmit the
notifications to ENISA, Furthermore, manufacturers should not be subject to liability
when adhering to the requirements of the Cyber Resilience Act.

17
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Amendment 24: Article 11(3) & 11(4)

3. ENISA shall submit to the European cyber crisis liaison organisation network
(EU-CyCLONE) established by Article [Article X] of Directive [Directive
XXX/XXXX (NIS2)] information notified pursuant to paragraphs 1 and 2 if
such information is relevant for the coordinated management of large-scale
cybersecurity significant incidents and crises at an operational level.

4. The manufacturer shall inform, without undue delay and after becoming
aware, the users of the product with digital elements, where appropriate and
if likely to be adversely affected by abeut the significant incident and, where
necessary, about corrective measures that the user can deploy to mitigate the
impact of the incident.

Significant incident should be in focus considering constraints in ressources as well.
Furthemore, a flooding of notifications of the users can lead to indifference. Therefore,
only significant incidents with potentially adverse impact should be communicated.

Amendment 25: Article 11(8)

8. The national CSIRTs and ENISA shall, in the case of becoming aware of
vulnerabilities, inform manufacturers without undue delay of any significant
incident having an impact on the security of the product with digital
elements of the manufacturer.

To ensure security the national single points of contact and ENISA shall inform the

manufacturers of any known exploitable vulnerabilities so that necessary action can
be taken by the manufacturer.

6 Rules and conditions for
affixing the CE marking
(Article 22)

Amendment 26: Article 22(1)

Rules and conditions for affixing the CE marking

18
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1. The CE marking shall be affixed visibly, legibly and indelibly to the product
with digital elements. Where that is not possible or not warranted on account
of the nature of the product with digital elements, it shall be affixed to the

accompanying documents or packaging.

Considering that the Cyber Resilience Act will also be regulation software products
the option of affixing the CE marking to accompanying documents must also be
provided.

7 Demonstrating
conformity (Article 24)

Amendment 27: Article 24(3)
Conformity assessment procedures for products with digital elements

3. Where the product is a critical product with digital elements of class Il as set
out in Annex I, the manufacturer or the manufacturer’s authorised
representative shall demonstrate conformity with the essential requirements
set out in Annex | by using one of the following procedures:

(a) the internal control procedure (based on module A) set out in Annex
VI; or
(a) EU-type examination procedure (based on module B) set out in

Annex VI followed by conformity to EU-type based on internal
production control (based on module C) set out in Annex VI; or

(b) ormi | onfull . (
module H)set outinAnnex V-

To allow manufacturers to merge management systems and avoid duplication of
efforts internal control procedures based on module A should be allowed for.

8 Penalties (Article 53)
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Amendment 28: Article 53(3) & 53(4)

Penalties

The non-compliance with the essential cybersecurity requirements laid down
in Annex | and the obligations set out in Articles 10, except items 10 and 11,
and 11 shall be subject to administrative fines of up to 15 000 000 EUR or, if
the offender is an undertaking, up to 2.5 % of the its total werldwide annual
turnover in the relevant Member States with the relevant product with digital
elements in connection with the non-compliance for the preceding financial
year, whichever is higher.

Items 10 and 11 of Article 10 should be covered under Article 47 of ‘Formal non-

compliance’ since they refer to the accompanying documents of the product and not

the product itself.

The non-compliance with any other obligations under this Regulation shall be
subject to administrative fines of up to 10 000 000 EUR or, if the offender is
an undertaking, up to 2 % of its total worldwide annual turnover for the
preceding financial year, whichever is higher. This shall only apply to non-
compliance with ‘essential requirements’.

Similarly, only non-compliance with essential requirements shall be subject to fines.

9

Software Bill of Material
(SBOM) (Annex | Section 2

Point 1)

Amendment 29: Annex 1, (1.1)

ANNEX |

ESSENTIAL CYBERSECURITY REQUIREMENTS

1.

SECURITY REQUIREMENTS RELATING TO THE PROPERTIES OF PRODUCTS WITH DIGITAL ELEMENTS

(1) Products with digital elements shall be designed, developed and
produced in such a way that they ensure an appropriate level of
cybersecurity based on the risks;
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{2} Products with digital elements shall be delivered without any known

exploitable-vulnerabilities critical or high severity exploitable

vulnerabilities;

Since vulnerabilities can not fully be ruled out it is essential to reframe the
requirement by highlighting that no critical or high severity exploitable vulnerabilities
should be present in the product after a risk assessment (see below). The definition of
critical should follow an existing industry standard to ensure a harmonized approach,
avoiding inconsistencies in compliance.

Amendment 30: Annex 1, (1.3)

(3) On the basis of the risk assessment referred to in Article 10(2) and where

applicable, products with digital elements shall:

(@) Products with digital elements shall be delivered after a risk
assessment of their vulnerabilities

Arisk-based approach calls for a targeted effort with the aim to rectify vulnerabilities
that are likely to have a severe impact including considering environmental. This is
essential, to ensure that stated objective of enhanced resilience in the Cyber Resilience
Act is achieved by focusing valuable security resources and risk-management
processes to remove critical and high severity vulnerabilities.

(b) be delivered with a secure by default configuration, or according to
contractual terms for critical products with digital elements covered
by ANNEX III;

While economic operators as defined in the Cyber Resilience Act are rightfully required
to provide information to users according to ANNEX Il, in the context of B2B and
complex systems, manufacturers are not in the position to control security relevant
decisions made by buyers of such products nor make decisions regarding the
configuration of products to be integrated into their systems and networks.
Furthermore, in these situations, each system/network is unique due to legacy,
differences in the mix of generations of technology, software versions, and suppliers,
hence it is impossible for a manufacturer to supply a product that is configured secure
by default as this configuration will depend on the specificities of the unique system.
This however does not take away from economic operators to provide information
concerning secure configuration and operations.

(c) ensure protection from unauthorised access by appropriate
control mechanisms, including but not limited to authentication,
identity or access management systems;

(d) depending on the classification of data and the relevant intended
use, protect the confidentiality of stored, transmitted or otherwise
processed data, personal or other, such as by encryption,
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V)

tokenization, compensating controls or other adequate protection of
relevant data at rest or in transit by state of the art mechanisms;

depending on the classification of data and the relevant intended
use, protect the integrity of stored, transmitted or otherwise
processed data, personal or other, commands, programs and
configuration against any manipulation or modification not
authorised by the user, as well as report on corruptions;

process only data, personal or other, that are adequate, relevant and
limited to what is necessary in relation to the intended use of the

product (‘minimisation of data’);

protect the availability of essential functions, including the
resilience against and mitigation of denial of service attacks;

minimise their own negative impact on the availability of services
provided by other devices or networks;

be designed, developed and produced to limit attack surfaces,
including external interfaces;

be designed, developed and produced to reduce the impact of an
incident using appropriate exploitation mitigation mechanisms and

techniques;

provide security related information by recording and/or monitoring
relevant internal activity, including the access to or modification of
data, services or functions;

ensure that vulnerabilities can be addressed through security
updates, including, where applicable, separate from functionality
updates and through automatic updates and the notification of
available updates to users.

Full decoupling of security patches from regular upgrades is nearly impossible in the

complex networks with high availability demands. Any upgrade must be tested on full-

stack with full test-cycle without any adverse effects on availability. Therefore, it

would be counterproductive to mandate decoupling of security fixes from

functionality upgrades, as one reinforce the other. Therefore, shortening up of the

product release cycle is more effective and secure in many environments,

Amendment 31: Annex 1, (2)

VULNERABILITY HANDLING REQUIREMENTS

Manufacturers of the products with digital elements shall:
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(1) Identify and document known vulnerabilities and components contained in
the product, including by drawing up a software bill of materials in a
commonly used and machine-readable format covering at the very least the
top-level dependencies of the product;

Only vulnerabilities which are known by the manufacturer can be documented after
identification.

(2) in relation to the risks posed to the products with digital elements, address
and remediate critical and high known exploitable vulnerabilities without
undue delay (allowing for testing and validating where applicable), including
by providing security updates or document the reasons for not remediating

the vulnerability;

As mentioned earlier critical and high known exploitable vulnerabilites should be in
focus considering constraint in ressources as well. Furthemore the phrasing ‘undue
delay’ allows for necessary testing and validation in sensitive environments to not
disrupt essential services. Similarily, in certain B2B contexts vulnerabilities might not
be possible to be remediated in due time due to the aforementioned reasons. For that
it should be possible for businesses to take the informed decision to not remediate a

vulnerability.

This should be removed because the vulnerability handling process specified herein
should be sufficient.

(4) once a security update has been made available, publically or according to
industry best practice disclose information, to the extent necessary, about
fixed vulnerabilities, including a description of the vulnerabilities,
information allowing users to identify the product with digital elements
affected, the impacts of the vulnerabilities, their severity and information
helping users to remediate the vulnerabilities;

(h) information about such fixes and vulnerabilities is shared and
disclosed in a controlled way respecting principles of “harm
reduction” through responsible disclosure of vulnerabilities to the
actors (operators of critical infrastructure in the telecom context)
who can act to mitigate the vulnerability, and that it is not made
public/widely available to avoid the risk of inadvertently informing
potential attackers.

Both amendments refer to the principle of responsible disclosure to provide for a
proportionate and risk-based approach for harm reduction.

(5) putin place and enforce a policy on coordinated vulnerability disclosure;

(6) take measures to facilitate the sharing of information about known potential
vulnerabilities in their product with digital elements as well as in third party
components contained in that product, including by providing a contact
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address for the reporting of the vulnerabilities discovered in the product with
digital elements;

(7) provide for mechanisms to securely distribute updates for products with
digital elements to ensure that known exploitable vulnerabilities are fixed or
mitigated in a timely manner;

Similarily to the amendement above manufacturers can only take action on known
vulnerabilities.

(7) ensure that, where security patches or updates are available to address
identified security issues, they are disseminated without undue delay or at a
fair, transparent and non-discriminatory cost and-free-of charge,
accompanied by advisory messages providing users with the relevant
information, including on potential action to be taken.

While the effort of identifying and rectifying a security issue for which a security patch
has been developed by a manufacturer, the dissemination of such a patch, free of
charge is in gross contradiction with current industry practices of complex
products/systems. A security patch typically requires significant efforts between
different suppliers, integrators and operators of critical infrastructures, these activities
require significant efforts and are typically planed in conjunctures with upgrades of
functionality while ensuring that availability of such systems is not affected. To this
end the Cyber Resilience Act should be proportionate and avoid a blanket imposition a
free of charge dissemination model in markets where upgrades and patching of
systems is complex, resource demanding and involves multiple stakeholders.

We therefore recommend that ‘free of charge’ is complemented with ‘free of charge or
at a fair, transparent and non-discriminatory cost’ which has been used in regulation
EU 2019/424 eco-design requirements for servers and data storage products. This

would align with existing industry practice of security updates within complex
products without risking fracturing the market.

10 Timeline of the
implementation of the
Cyber Resilience Act

Amendment 32: Article 57

Entry into force and application
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This Regulation shall enter into force on the twentieth day following that of its
publication in the Official Journal of the European Union.

It shall apply from [24-menths-24 months for the documentation obligations, 36
months for criticality class Il and 48 months for criticality class | after the date of entry

into force of this Regulation]. However-Article 23-shallapply-from-[12-meonthsafterthe
¢ intof £this Regulation]

Considering the different types of products the Cyber Resilience Act will be regualting
and the production cycles of these products a blanket transition period of 24 months
can be considered unrealistic. Therefore, we propose a staggered approach to the
different obligations under this regulation.
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