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Alle teilnehmenden Deutschen
Panel Klinken

Daten zur Pandemie eS8l COVID-19Kennzahlen  [ricciiieuine

n=431
‘ Zeitraum: 01.01.2020 - 31.12.2020 Hinweise | pote  Zzahler | Nenner
(siehe FuRnote)
Benchmarking fiir > 500 Krankenhzuser in Deutschland
C-01 - COVID-19 - Anteil von Patienten mit Virusnachweis (a) || 1,15% 69.364 6.022.199
l. h . . d d . h h f C-08 - COVID-19 - Anteil von Patienten ohne Virusnachweis () 1,40% 84435 6.022.199
Monatliches Monltorlng es Pan emiegeschenens au C-14 - COVID-19 - Patienten mit schweren akuten Atemwegserkrankungen f) | e827% 47.352 69.364
Gruppen_ und Einzelhausebene C-16 - COVID-19 - Patienten mit ausgewahlten Vorerkrankungen (9) : 7318%  50.759  69.354
C-02 - COVID-19 - Mortalitat bei Virusnachweis (a) || 1834% 12.718 69.364
. . . . C-02.01 - dawon Patienten in Altersgruppe < 20 Jahre, Anteil Todesfélle (a) 0,07% 1 1.538
EntWICklung der Patlentenzahlen In BeZUg an COVId_ C-02.02 - dawon Patienten in Altersgruppe 20 - 44 Jahre, Anteil Todesfélle (a) : 0.92% 74 8.048
Infektionen C-02.03 - davon Patienten in Altersgruppe 45 - 64 Jahre, Anteil Todesfalle (@) 6.26% 1.081 17275
. . . . . C-02.04 - dawon Patienten in Altersgruppe 65 - 84 Jahre, Anteil Todesfélle (a) : 22,48% 6.895 30.665
Mortahtét’ Anteil |ntenS|Vpat|enten, Anteil C-02.05 - davon Patienten in Altersgruppe > 84 Jahre, Anteil Todesfalle (@ | 39.42% 4667 11838
- C-13 - COVID-19 - Mortalitat bei fehlendem Virusnachweis (e) 6,41% 5413 84,435
Beatmu ngspatlenten C-15 - COVID-19 - Mortalitat bei schweren akuten Atemwegserkrankungen (f) : 23.71% 11.225 47.352
. s i . C-17 - COVID-19 - Mortalitat bei Patienten mit ausgewahiten Vorerkrankungen (9) || 2239% 11.365 50.759
Einfluss von Komorb'd'tat'en _und Entwicklung von C-03 - COVID-19 - Behandlung auf Intensivstation (ab) || 207% 14423 69364
schwe rW|egenden Kompllkatlonen C-04 - COVID-19 - Mittlere Verweildauer auf Intensivstation (in Stunden) (a.b) | 2219 3201154 14423
. . . i . . C-08 - COVID-19 - Mortalitat bei Behandlung auf Intensivstation (a b) || 3510% 5.063 14.423
Veranderung der stationdren Patientenpopulation im C-10 - COVID-19 - Mortalitét ohne Behandlung auf Intensivstation (@b) || 1393% 7655 54341
. . . . C-05 - COVID-19 - Mittlere Beatmungsdauer (in Stunden) (a) || 2488 2383680 9.579
Hinblick auf Verweilda uer, Alter und Anteil Geschlecht C-11 - COVID-19 - Mortalitat bei beatmeten Patienten (a) || 4637% 4.442 9.578
. ) . . . C-12 - COVID-19 - Mortalitat bei nicht beatmeten Patienten (a) 13,84% 8.276 59.785
Darstellung der Covid-bedingten Fallzahlriickgange in C-06 - COVID-19 - Entwicklung eines ARDS ac) || s78% 38 6847
(a.¢) L
anderen Behandlungsbereichen C-07 - COVID-19 - Entwicklung einer Sepsis (a, d) L 9,55% 6.575 68.831
Folgeabschatzung bei sinkenden Notfalleinweisungen z.B. (a) bezogen auf Patienten mit CD UO7. 1
H erZi nfa rkt, SCh Iaga nfa II (b) Achtung: Das Merkmal "Intensiv-Aufenthalt" wird aus den entsprechenden Datenfeldern in der FAB- und FALL-Datei des §21-Datensatzes abgelesen. Aktu

dass diese Datenfelder nicht immer plausible Angaben enthalten.
Soliten die Ergebnisse nicht plausibel erscheinen, iiberpriifen Sie bitte die Angaben in den genannten Datenfeldern. Details zu den Spezifikationen finden Sie aL
Datensatzbeschreibung unter https//w ww .g-drg.de/Datenlieferung_gem._21_KHEntgG/Dokumente_zur_Datenlieferung/Datensatzbeschreibung

(c) ARDS =1CD J80."
(d) Sepsis =ICD A02.1, A32.7, A39.2/3/4, A40."; A41.", B37.7, P36.", R65."
> bv (e) bezogen auf Patienten mit ICD U07.2 und Ausschluss U07.1
(f) bezogen auf Patienten mit ICD JOS - J22
(g) Die genaue Beschreibung der Kennzahlen befinden sich in:
Stausberg J. QKK-Indikatorenset Version 4.2 mit Modul COVID-19. Berechnungsregein fir das Jahr 2020.
Qualitétsindikatoren fiir Kirchliche Krankenhéuser (QKK) e. V. 20. April 2020. Verfligbar unter
https://gkk-online.de/indikatoren/



Beispiele in der Versorgung und Administration

o
s H hka, Karste:
& annuschka, Karsten o . . . - .
= 4 25 % Reduktion der Dokumentationsfehler bei 7,5 % Steigerung der Erfassung von
Entlassung mit unspezifischen Herzfehlern Komplikationen und Komorbiditaten
8 Niereninsuffizienz : 55% 62%
? t:e(;epe: Sie [r-anc-r Maglichkeit 50% 60%
cas Krankhertsstagium an 58%
45% 56%
] fizier .
Bitte geben Sie den Grad (akut 40% 54%
chronisch, akut und chronisch) 52%
und den Typ (systolisch 35%
diastolisch, kombiniert systolisch- 50%
diastolisch) an 30% 48%
base Jul Aug Sep ©Oc MNov Dec Jan Feb Mar bose Jul Aug Sep ©Oc MNov Dec Jan Feb Mar
~

40% Automatisierte Fallabrechnung
2 5% Entlastung der Schreibkrafte durch BESR




Kl bietet Chancen

Exhibit 2 - Share of hours worked that could be freed up by automation by
2030 in selected European countries in the midpoint adoption scenario
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Occupation Share of hours
percent

Medical equipment preparers

Medical assistants

Ooccupational health and safety technicians
Pharmacy technicians

Medical and clinical laboratory technicians
Dental assistants.

Pharmacists

Medical records and heaith information technicians
Radiation therapists

Medical and clinical laboratory technologists
Diettans and nutritionists

e

P language patholog

Audiologists

Nurse anaesthetists

Opt el 4k

Oocupational th

Optometrists

Emergency med ians and p
Magnetic resonance imaging technologists
Physical therapists

Family and general practiioners
Physicians and surgeons, all other

Ob and gy
Nursing assistants
Anaesthesiologists
Oral and manxillofacial surgeons

SOURCE™ McKinsey Giobal InsTiute. Selected Eurtpean countries: France, Germany, Hungary. Rtaly, Portugal. Sweden. UK

Occupation Share of hours
percent

Therapists, all other

internists, general

Exercise physiologists

Nurse practboners

Recreational therapists

Health diagnosing and treating practitioners. all other
Occupational therapists

Licensed practical and licensed vocational nurses
Podiatrists

Surgeons

Healthcare practtioners and technical workers, all other
Genetic counselors

Cilinical, counseling, and school psychologists
Paediatnicians, general

Opticians

Home healh aides

Nurse midwives

Psychiatrists

Dental hygienists.

Orthotists and prosthetists

Quelle: Mckinsey




Share of people who agree they trust artificial intelligence, in 2018 by
country

Italy
Poland
Spain
Hungary
Belgium
France
Sweden

Germany
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

mdisagree Mneutral MWagree

Source: Ipsos survey 20-28 September 2018, quoted by Statista




Datenzugang — aber wie?

Entlassbriefe

Laborberichte

Medikation/Medi
kationsplan

Abrechnungsdate
n

CT-/Réntgenbild
er

Sonstiges
(bitte angeben)

0%  10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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Digital! In strukturierter/feingranularer Form

Semantisch interoperabel
Nicht nur stationar, auch ambulant, auch ambulante Pflege, verlinkt

Nutzung Ontologie/Terminologie-Systeme, z.B. LOINC, Snomed CT, ICD
10, MIOs.

Intervall hangt vom jeweiligen use-case ab — nicht nur einmalig.

Stark pseudonymisiert, zum Selbstschutz der Industrie



Forderung nach Datenqualitat

@29 Barriers to Al adoption

External Barriers

ITe naad for re e DE EU27
Obstacles by relevance Overall Adopters Non-adopters Plan to use 1 g% 29%
Strict standards for data exchange Q:] 77% 83% 72% 81%
- otnct standards for data exc DE EuZ7
The need for new laws or regulation @ 69% 76% 64% 73% | 53%  33%
o2 DE
Lack of public or external funding ﬁ 65% 71% 60% 69% Reputational risks linked t =i
_ 28% 17%
k of iti =? 65% 71% 61% 69%
Lack of trust amongst citizens X e WY DE. Elior
Lack of access to or availability of
public data Py o Py T DE EUZ2T
Reputational risks linked to  yXA%y 61% 69% 56% 64% | — %  27%
using artificial intelligence
Liability for damagecaused  [@h.] 54 aa O e oo DE EU27
by artificial intelligence ‘9__5/ _ 0% 21

Lack of access to high quality private data @ 58% 64% ' 54% 61% o e DE EU27
Base question Q3: | will name potential EXTERNAL obstacles to the use of artificial intelligence. Please indicate all that your || 4% 36%

company has experienced as a challenge or a barrier. Base size: EU27, N=8661. (Base size represents only EU27 Member
States, excluding the UK, Iceland and Norway). Lack of trust amongst citi DE EuU27

European Commission, Ipsos Survey, 2020. Large companies
were represented significantly less than SMEs (44% as opposed

> bV g to just above 50%).

Quelle: ec.europa.eu




Es mussen Fragen geklart werden

Rechtssicherer und praktikabler (org./techn.) Zugang
Rechtssichere Nutzung — auch langfristig
Qualitat der Daten — und Quantitat

Bezahlbarer Zugang
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Klassifizierung von Kl - Ideen

FIGURE 1 The Al Ethics Label with six
selected valses

Ki-Technologie mit rein Ki-Technologie mit KI-Technologie mit Verstand Ki-Technologie mit
ma S Elgeoschatien begrenztem Gedéchtnis (Theory of mind) Selbstbewusstsein
B Risk matrix with 5 classes of application areas with risk potential ranging from ‘no ethics rating required’ in LA !
class 0 to the prohibition of Al systems in class 4
- OB !II

Y| ﬁ
no ethics

rating required
Suntanatality
RE Group

low I ity | o bigh

Class0

Source: Krafft and Zwelg 2019 AIEIGroup
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isikobasierte Klassifizierung

Al SYSTEM

Complexity

The complexity and lack of
transparency (opacity) of Al
makes it difficult to monitor,
identify and prove possible

Opacity

Some Al systems change and
evolve over time and may even
change their own behavior in
unforeseen ways. It can give rise
to new risks. The existing
legislation is not adequately
addressing these risks.

Unpredictability

Autonomous behaviour of
Al systems can affect safety
because of the functional
ability of an Al system to
perform a task with
minimum or no direct
human intervention.

Autonomy

Data

The dependence of Al systems on data
and their quality, the Al’s ‘ability” to
infer correlations from data input and

learn from context data, including
proxies, can reinforce systemic biases
and errors, and exacerbate
discriminatory and adverse result

DRIVERS
breaches of laws, including
legal provisions that protect
fundamental rights
Increased risks to
PROBLEMS safety and

security of citizens
caused by use of

Fundamental
rights risks

Use of Al systems
pose increased
risk of violations
of citizens®

Competent authorities
do not have powers
and/or procedural

framework to ensure

Al systems fundamental compliance of Al use
rights and Union with fundamental
values rights and safety

Ensure that Al systems

placed on the market and

used are safe and respect
existing law on fundamental

rights and Union values

t OBJECTIVES

Enhance governance and
effective enforcement of
existing law on fundamental
nghts and safet
requirements applicable to
Al systems

!

Legal uncertainty and
complexity on how to
ensure compliance with
rules applicable to Al
systems dissuade
businesses from
developing and using the
technology

Ensure legal certainty to

facilitate mvestment and
mnovation in Al

Al development in
Europe and reduce

competitiveness of
the EU economys

Mistrust
Mistrustin AI Fragmented
would slow down measures create

obstacles for
cross-border Al
sigle market and
threaten Union’s
digital sovereignty

the global

Facilitate the development

of a single market for
lawful, safe and trustworthy
Al applications and prevent

market fragmentation

Quelle: ec.europa.eu




Klassifizierung von K|

EUROPEAN
COMMISSION

Brussels, 21.4.2021
SWD(2021) 84 final

PART 172

COMMISSION STAFF WORKING DOCUMENT
IMPACT ASSESSMENT
Accompanying the
Proposal for a Regulation of the European Parliament and of the Council
LAYING DOWN HARMONISED RULES ON ARTIFICIAL INTELLIGENCE

(ARTIFICIAL INTELLIGENCE ACT) AND AMENDING CERTAIN UNION
LEGISLATIVE ACTS

{COM(2021) 206 final} - {SEC(2021) 167 final} - {SWD(2021) 85 final}

Table 6: Summary of the analysed policy options

Option 1 Option 2 Option 3 Option 3+ Option 4
EU Voluntary Ad hoc sectoral Horizontal risk- Codes of conduct Horizontal act
labelling scheme approach based act on Al for all Al
NATURE OF ACT  An EU act Ad hoc sectoral A single binding Option 3 + code of A single binding

establishing a
voluntary labelling
scheme

acts (revision or
new)

horizontal act on
Al

conducts

horizontal act
on Al

Score/
DEFINITION OF
Al

One definition of
Al however
applicable only on a
voluntary basis

Each sector can
adopt a definition
of Al and determine
the riskiness of the
Al systems covered

One horizontally
applicable Al
definition and
methodology for
determination of

Option 3 + industry-
led codes of conduct
for non-high-risk Al

One horizontal
Al definition,
but no
methodology/or
gradation (all

high- risk (risk- risks covered)
based)

REQUIREMENTS ~ Applicable only for Applicable only for  Risk-based Option 3 + industry- ~ For all Al
voluntarily sector specific Al horizontal led codes of conduct  systems
labelled Al systems with requirements for for non-high-risk Al irrespective of
systems. possible additional prohibited and the level of the

safeguards/
limitations for
specific Al use
cases per sector

high risk AT
systems

+ min. information
requirements for
certain other Al

risk

OBLIGATIONS

Only for providers
who adopt
voluntary  scheme
and no obligations

Sector specific
obligations for
providers and
users depending on

Horizontal
obligations for
providers and users
of high-risk Al

Option 3 +
commitment to
comply with codes
of conduct for non-

Same as Option
3, but applicable
to all Al
(irrespective of

for users of certified  the use case systems high-risk Al risk)
Al systems
EX ANTE Self-assessment Depends on the Conformity Option 3 + self- Same as Option
ENFORCEMENT  and an ex ante enforcement system assessment for assessment for 3, but applicable
check by national under the relevant providers of high- compliance with to all Al
competent sectoral acts. risk systems (3" codes of conduct for (irrespective of
authorities party for Alina non- high-risk Al risk)
responsible for product and other
monitoring systems based on
compliance with the internal checks) +
EU voluntary label registration in an
EU datab
EX POST Monitoring by Monitoring by Monitoring of high-  Option 3 + unfair Same as Option

ENFORCEMENT

authorities
responsible for EU
voluntary label

competent
authorities under the
relevant sectoral
acts

risk systems by
market surveillance
authorities

commercial practice
in case of non-
compliance with
codes

3, but applicable
to all Al
(irrespective of
risk)

GOVERNANCE

National competent
authorities
designated by
Member States
responsible for the
EU label + a light
EU cooperation
mechanism

Depends on the
sectoral acts at
national and EU
level; no platform
for cooperation
between various
competent
authorities.

At the national level
but reinforced with
cooperation
between Member
States authorities
and with the EU
level (Al Board)

Option 3 + without
EU approval of the
codes of conduct

Same as Option
3, but applicable
to all Al
(irrespective of
risk)




Klassifizierung von K|

Table 11: Summary of the comparison of options against the four criteria

EFFECTIVENESS LR ey
EFFICIENCY ) PROPOR-
(cost- COHERENCE
Objective 1 Objective 2 Objective 3 Objective 4 S TIONALITY
effectiveness)
Baseline scenario 0 0 0 0 0 0 0
Option 1:
s _ 0 0 0 - - - -
Voluntary labelling
Option 2:
Ad-hoc legislation
Option 3:
- ; Es . - ++ 4+ + 4+ -+
High risk only
Option 3+:
High risk ++ ++ ++ ++ +++ +
3 +++
Codes of conduct
Option 4:
I s ++ e $-b 0 FE 0

All Al

Notabene: table annotations should only be read in vertical; in the table, for options 3, 3+ and 4 it is assumed that ex-
ante third party conformity assessments are mandatory for Al systems that are safety components of products and for
remote biometric identification in publicly accessible spaces; “0" means same as baseline, “+ " means partially better
than baseline, “++ " means better than baseline, “+++ " means much better than baseline

»bvilg

Quelle: ec.europa.eu



Und was ist mit den Daten?

Rechtssicherer und praktikabler Zugang
Rechtssichere Nutzung — auch langfristig
Qualitat der Daten — und Quantitat

Bezahlbarer Zugang
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Szenarien zur Datengewinnung / -veredelung

Krankenhaus 1

Patientendaten
pseudonymisiert

- Uniklinik
Krankenhaus Z . Hi:] @ Patientendaten

l pseudonymisiert

& 0

Patientendaten
pseudonymmert

. IC:] \ Zentrale Daten
BB
i

Versus dezentrale Daten
! \ Uniklinik
Krankenhaus Y

Krankenhaus X Patientendaten

Patientendaten %  pseudonymisiert
pseudonymisiert

jc 45 A
»DVilg



Und was ist mit den Daten?

Losungsansatze

i

This is a primer on how DEGREES OF IDENTIFIABILITY PSEUDONYMOUS DATA DE-IDENTIFIED DATA ANONYMOUS DATA

to distinguish different Information containing direct and indirect identifiers. Information from which direct identifiers have Direct and known indirect Direct and indirect identifiers have
categories of data. been eliminated or transformed, but indirect identifiers have been removed or been removed or manipulated together
identifiers remain intact. manipulated to break the linkage with mathematical and technical
to real world identities. guarantees to prevent re-identification.
EXPLICITLY POTENTIALLY NOT READILY KEY PROTECTED PROTECTED AGGREGATED
PERSONAL IDENTIFIABLE IDENTIFIABLE CODED PSEUDONYMOUS  PSEUDONYMOQUS  DE-IDENTIFIED DE-IDENTIFIED ANONYMOUS ANONYMOUS

DIRECT IDENTIFIERS
Data that identifies a
person without additional

information or by linking [ e [ g I

to information in the public ELIMINATED or ELIMINATED or ELIMINATED or ELIMINATED or ELIMINATED or ELIMINATED or ELIMINATED or
domain (e.g., name, SSN) TRANSFORMED TRANSFORMED TRANSFORMED TRANSFORMED TRANSFORMED TRANSFORMED TRANSFORMED
INDIRECT IDENTIFIERS -

Data that identifies an )

individual indirectly. Helps °®

connect pieces of information |

until an individual can be
singled out (e.g., DOB, gender)

SAFEGUARDS and CONTROLS N
Technical, organizational “

ELIMINATED or ELIMINATED or ELIMINATED or ELIMINATED or
TRANSFORMED TRANSFORMED TRANSFORMED TRANSFORMED

and legal controls preventing
employees, researchers or

. : NOT RELEVANT
other third pasties from NOT RELEVANT LIMITED or LIMITED or LIMITED or NOT RELEVANT hd
re-identifying individuals doe o nateie o dats NONE IN PLACE CONTROLS INPLACE |  CONTROLS IN PLACE NONE IN PLACE CONTROLS IN PLACE NONE IN PLACE CONTROLS IN PLACE

SELECTED MName. address. Unique device ID, Same as Potentially Clinical or research Unique, artificial Same as Pseudonymous. Data are suppressed, Same as De-ldentified, For example, noise is Very highly aggregated
phone number, SSN, license plate, medical Identifiable except data  datasets where only pseudonyms replace except data are also generalized, perturbed,  except data are also calibrated o adataset  data (e.g, statistical
EXAMPLES government-issued ID record number, are also protected by curator retains key direct identifiers (e.g. protected by safeguards swapped, etc.(e.g. GPA: protected by safeguards  to hide whether an data, census data, or
{e.g.. Jane Smith, cookie, IP address safeguards and controls  {e.g. Jane Smith, HIPAA Limited Datasets,  and controls 3.2 = 3.0-3.5, gender: and controls individual is presentor  population data that
123 Main Street, (e.g. MAC address (e.g. hashed MAC diabetes, HgB 15.1 John Doe = 5L7T LX619Z) female = gender: male) not (differential privacy)  52.6% of Washington,
555-555-5555) 68:A8:6D:35:65:03) addresses & legal g/dl = Csrk123) (unique sequence not

representations) used anywhere else)

»bvilg




Varianten der De-ldentifikation

They imchude Abu Hodhaifa, who was subjocied (o ice water baths sad 66 hours of standing sleep deprivation

before heing released hec the CIA disoovered he was Tikely not the person he was halieved 1o be
I 0 D o e

owasuncrox I
ainces about whon the CIA acknowledged kiow ing “very litl

Larmcin, wa
sother case of mistaken wentity (MEADQUARTERS [
e his heother, Saved Habwb, was the subpect of fabncatons

bl
by KSM (HEADQUARTERS Hap Ghalgi, who was ru! a “wscful beve rage”
againet s fomily member | V00 I . ’

hallenged Jvidual whose Laped crying wis awed as beverage against bis family member

yment of o T J .
- b: Havamlish Haggan, whom the CIA determused “exy bave been 10 the
wrong e af the wrong hme™ | 22 . Al Jaa, who was detaped
for using a satelbic phone, traves oo which “revealed po derogatory information™ | I\-l:_

Manuelles Schwarzen
- Hoher Aufwand
- Informationsverlust
-> Trend «lieber zu viel schwiarzen als zu wenig»
-  Fehler werden einfach erkannt

PFPPPPPPPPFFF FPPI - PEP, TTIIIT]

S Hi0ed FPP PPPPPPPPF

S FFFF LLLLLLL, geb. #8.00.4000, PIZ #0000000,
@$PPPEPEPPEP. #, #0980, PPPPPPPPPPP

®Sehr geehrte Frau LLLLELLL LELLLE,

*uhr geehrte LLLLLLLL

olgend cber o.g. Patientin, die sich
<88 in unserer staticnaren Behandlung befand.

1 bei diabetogener

38mg/dl L 2.4), Barnstoff 200mg/
bei A.xtnah.:e Blase p:al. gefal

Niere I1* ektatis

(kein Harndrang), Niere

* ektati

iefend linke Niere entstaut und rechte

schlie n t und rec

$- Prot/Krea MBI 860mg/g, Miksoalbumin/Krea 302mg/g
* - l‘.n‘la::unq Krea $8.08.00: 2.65mg/dl, eGFR 19 ml/min/1,73m2

hyporegenerative Anamie, zusitzlich

* - Gas..ro (I I IH lelch:e Pangastritis und Bulbitis ohne eindeutiges Korrelat fur
Blutung

sskopie empfohlen

Frau
*0r. med. LELLLLL LLELIE
S PPPPPPFPPPRPFP. #
Sadied LLLLLLL
& PPPPPPFPPPPPPPPFFPPP LLLLLLL
#Klinik for Innere Medizin IV « LELELLLELLL str. #0 * 8N
SLLLLLLL

Einsetzen von Buchstaben/Sonderzeichen

- Verlust von wichtigen Informationen zur
Kodierung, z. Bsp. Alter

- Fehler werden einfach erkannt




Ansatz einer intelligenten De-ldentifikation

Ursprungsdokument

S———l

Pseudonymisiertes /
obfuskiertes Dokument

Fatient o
wParkklinliom Bad Bramstedt, Im Sandellll
| w24576 Bad Bramsteatill
© e0lga Ivasova, geb. 01.92.1957, PIZ 1745422508
¢ mBahahofstr. 1, 22844, Norderstedatiill
! #Sehr geebrte Frau Kollegin MaaBen, @
sehr geehrte Kollegenlll
wir borichten Ihnmen nachfolgemd Gber o.g. Patientin, die sichlll
svem 14.03.2015 bis 18.03.15 in unsorer stationdren Behandlung befand. Wl
Diagnoson: B
Alstes-auf-chronisches Xiereaversagea, postrenal bei diabetogenccill
Blasenent leerungsstdrung und Barnwegsinfektll

4 - Krea bei Aufnabme 3.38mg/dl (8L 2.4), Barmstoff 200mg/<clE
15 - Sooographie 35.08.15: bei Aufnshoe: Blase prall gefHillt (kein Hacadrang),
Nicc-lB

rechts I111° ektatisch, Niere links II* ektatischll
nlage BOE-Niederdruciksystem, anschlielend

Niere 100
®- Prot/Krea 16.03.15: Sétmg/g, Mikroaldbumin/Krea 302my/qEl
- Entlassung: Krea 18.03.15: 2.65mg/dl, eGFE 15 ml/min/1,73oz@l
Harnwegs infeitlll
22 - Uaterdaschscimerzen und Schacrzea rechts Flankelll
2 - Le 8 Tsd/ul, Cr 2600
24 - U-Status: Ic ++, Witrit +, Blut 00
- - Urinkultur: Escherichia ccli Meimsahl: 10x6/=100
- Rocephia §4.03.15 - 17.83.15, Unacid ab 19.03.1508
Normochrome, ROrmorytire, Ryporegeserative Andmie, zusit:lichlll
Eisenververtungsstorunglil
- 0D renale AnSmie, DD Blutungsanimiefll]
- > 10.49/dl, Fezzitin dag/ml, Reti-Frod.-Index: 0.5,
Tzansfecsinsdttigung 124,08
Folshure und Vitamin 812 norswertiqlill
®- Gastrs 14.00.15: leichte Pangastritis und Bulbitis ohne eindegtiges
Korrelat ol
eine Blutunglil

- ropie empronleniill
Fraoii

¢ *Dr. mod. Hanuela Maabenll
wFrankrurterstr. 7ER
-229% Haasuroll
wINTVERS ITATSKLINTIN RAGTRCER

3 id Ave Ortenberqg, Im Capjxz7il

®12332 Aue Ortesberclill

+CEIC BONCISg, oeb. 12.05.1557, PIZ 25229905,0R

®Brunnenstr. 3, €7576, Wieseasteiglill

#3shr geehrte Frau Follegin Ransch, N
sehr goehrte legeriliB
wir borichten Ikmen nachfolgend Gber o.§. Patiemtin, die sichlll

evon 22.06.201% bis 26.06.15 in unserer statiomiren Behandlung bafand.Wl
Diagnoson:
Akutss-auf-chronisches Nisreaversagen, postremal bei diabetogencrlll
Blasenentlecrung cung uad Harnwegsinfektll
- Krea bei Aufoshme 3.38:g/d]l (BL 2.4), Barastoff 2;"!!!),”:‘.-

%- Sconographie 23.06.15: bei Aufoatme: Blase prall geffillt (kein Bazndrang),
sier-ll

rechts III' ektatisch, Niere links II* ektatischll
- Anlage BDK-Niederdrucksystem, anschliefSend lipke Niere eatstaut und
rechtell

Niere I'08

®- Prot/Krea 24.06.15: 360mg/q, Mikroalbumin/Krea 30zmy/qlll

+- Entlassung: Krea 26.06.15: 2.€5ngrdl, eGFR 1% ml/min/l, 72l
Harnwegsinfeitll
- Unterbauchacimerzen und Schmerzen rechts Flankclll
- Ic-8 Tsd/ul, cvp 2B
- g-Stat ++, Nitrit +, Blut + @B
- Urinimltur: Escherichia i Eeinzahl: 10pé/=lE

¥- Rocephia 22.06.15 - 25.06.15, Unacid ab 26.06.1508
Normochrome, mormozytire, hyporegenerative Animie, zusit:lichlll
Eisenver ag33torun

Asimie, DD Blutungsananiell}

» Pezzitin 1%ag/ml, Reti-Prod.-Index: 0.5,

qung 120,08

FolsBure uad Vitamin B12 normwerti

*- Gastro 24.08.15: laichte Pangastritis uad Bulbitis shae eindeutiges
Korrelat ro:ll
eine Blutungll
- Coloskopie empronleniill
Fravil

*0r. med. Rebecca HinochEl

®salinenstrasze. TR

#44173 Warvurgll

SHANIESTADTENELINTIEN AnaTRclll

Sensitive
Gesundheitsinforma-
tionen werden ersetzt.

Medizinische und
kodierrelevante
Informationen bleiben
erhalten.

Obfuskation:
Daten werden durch

Daten vom gleichen
Typ (Name durch
Name) ersetzt.




Datenklassen bei De-ID

a) Names and Places b) Numbers / IDs

- Insurance number/ID

- Patient ID

- Case numer/ID

- Order numbers (for exams)

- Full patient name

- Adress, ZIP code, place

- Name/adress/telephone numbers of the hospital
- Names of doctors

- Name of GP directing patient to hospital

c) Dates d) Others
- For all dates - change dates, keep relations - Gender
between dates: - Diagnoses / Procedures

- Birthdate of patient (age)
- Date of entry

-  Discharge date Explanation:

- Date of surgery/treatment Red - pseudonymized/obfuscated data: replaced by the same
-  Date of the document type (eg a last name is replaced by another last name)

- Dates of examinations, lab, x-ray etc. Green = original data

- Dates of intake of medication Blue — moved dates (with a random number between

- Date of medical problem (eg date of stroke) plus/minus 180 days that remain constant in one document)

- Date of previous hospital stay



Mehrstufiger De-ID Qualitatsprozess

@ Vollstandigkeit Vokabular

T @ De-ldentification Funktion

e @ Obfuscation Funktion

s 0 Integrations- Test

»bvilg

© 3M 2019. All Rights Reserved. w

Verstehen wir |hre Sprache?

Finden wir alle sensiblen Gesundheitsdaten?

Ersetzen wir alle sensiblen Gesundheitsdaten
mit anderen Information?

Arbeiten alle Software-Komponenten
korrekt zusammen in einer
nutzerfreundlichen Weise?
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Mehrstufige De-ID QA

Wann gelten Daten als Anonym?

Wann ist eine starke Pseudonymisierung

akzeptabel?

Fir welche Use Cases gelten welche Regeln?

Patientenzustimmung regeln

»Dvilg

Pseudonym
Patientin
Manderscheid
Aue
Ortenberg

Im

Capjxz7

12338

Aue
Ortenberg
Grit

Buhring

geb
12.05.1957

PIZ

29229935
Brunnenstr

3

67576
Wiesensteig
Hansch
Patientin

vom
22.06.2015

bis

26.06.15
Diagnosen
Akutes

auf
chronisches
Nierenversagen
postrenal

bei
diabetogener
Blasenentleerungsstorung
und
Harnwegsinfekt

B2 original

Patientin
Parkklinikum
Bad
Bramstedt

Im

Sandell
24576

Bad
Bramstedt
Olga

Ivanova

geb
01.02.1957
PIZ

17454225
Bahnhofstr

1

22844
Norderstedt
MaaRen
Patientin
vom
14.03.2015
bis

18.03.15
Diagnosen
Akutes

auf
chronisches
Nierenversagen
postrenal

bei
diabetogener
Blasenentleerungsstorung
und
Harnwegsinfekt

n Type ﬂ LineNum ﬂ Filename ﬂ

PLACE
PLACE
PLACE
IDNUM
ADDRNUM
PLACE
PLACE
FNAME
LNAME

=

DATE
IDNUM
STREET
ADDRNUM
ADDRNUM
PLACE
LNAME

input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt
input.txt




»bvilg

Wie wichtig sind die folgenden Anforderungen
an KI-Systeme in lhrem Unternehmen?

Einhaltung derrechtlichen
Vorgaben

Verldsslichkeit des
KI-Systems

Gewadhrleistung des
Datenschutzes

DassderKI-Einsatz nicht
zu einer Diskriminierung
von Menschen flihrt

Schutz vor Cyberangriffen/
IT-Sicherheit

Nachvollziehbarkeit der
Kl-Entscheidungen

Leichte Einfiihrung
und Nutzung

Niedriger Preis bzw.
geringe Kosten

M Sehrwichtig

I, 7 7 %

. 74 %

I 68 %

I 59 %

I, 3 /o

I 46 %

I 39 %

I 22 %

Quelle: TUV Verband
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