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Are embedded systems important?
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Embedded Security – An Emerging 
Discipline
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Automotive & IT: Some Data Points

� 50% of manufacturing costs
due to electronics & software
(5-year forecast)

� up to 80 controllers in high-
end cars

� > 100MB code in high-end
vehicles

� 90% of all innovations IT-
based (& majority of bugs)

Impressive, but why security??

Source: Audi
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Possible motivations:
– We must

– We build better products

– We loose money without security

– We make money with security

� Three major driving forces for security functions: 
– Regulatory

– Reliability
– Business Models

Why should we put security in cars?



• System complexity/ 
life cycle management:

– Involvment of many layers
(Production, 1…x-th supplier, owner)

– System has to work for 10-20 years

• Attacker has physical access
to the device:

– Side channel attacks, reverse engineering, eavesdropping…

• Processes:

– Change in existing processes not possible

– A system is designed to work properly, IT-Security is secondary

• Cultural problems:

– IT engineers have to work interdisciplinary: cryptographic algorithms, 
protocols, physical security, …

Why (embedded) IT-Security is difficult



Two main characteristics of „Embedded Security“:

– Cost/ performance optimized crypto

– Physical security

Why (embedded) IT-Security is difficult

– (and additonally: secure system design, 
trusted hardware, secure OS, life cycle, ….)



Contents

Security in Cars?

Case Study: High Speed Authentication for VANETs

Outlook



High Speed Authentication 

• USA: 42,000+ car fatalities 
per year (IIHS, 2002)

• 3.2m injuries (2000)

• est.: 90% driver errors

� Mechanical safety (safety belt, air bag, ABS):
great success but limits have been reached

� Electronic driver assistance will be key tool

Video courtesy of Ken Labertaux, Toyota Research



VANET – Vehicular Ad-Hoc Networks

Broadcast position & direction information:
– greatly improve safety 
– improve traffic management

Network characteristics:
– small messages (� 100 Bytes)
– medium frequency (� 10 messages/sec per car)
– very ad-hoc (short lived, high dynamics)
– high number of incoming messages (� 1000msg/sec per car)

But messages must be authenticated! 
(safety-critical & legislative requirements)
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Current & Future Automotive Applications

• SW updates

• Data event recoders

• Component identification

• X-by-Wire

• Feature activation

Embedded Security

• Toll collection

• Speed monitoring

• Service

Legal & Regulatory

• Infotainment

• Embedded SW

• Music & video

• Location-based services

Rights Management

• Car to car

• Car to infrastructure

• Internal comm.

• Privacy

Communication
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• Profile: System provider for embedded
security

• Consulting and system, software and 
hardware development

• Unique technical expertise in embedded
security

• Integration in eurobits (Europe‘s largest
competence center for data security)

escrypt at a glance



Upcoming Embedded Security Events

CHES 2008- Cryptographic Hardware and 
Embedded Systems
Washington DC, August 10-13, 2008

ESAS 2008 – European Workshop on Security 
in Ad-Hoc & Sensor Networks

ECC 2008 - Elliptic Curve Cryptography

esgeo (Embedded Security in Geoinformationssystemen)

escar 2008 - Embedded Security in Cars
Hamburg, Germany, 18/19. November 2008 


