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Elektronische Fallakten: Hintergrund

Januar 2006 Asklepios, Rhén-Klinikum, Sana Kliniken und Deutsche
Krankenhausgesellschaft beauftragen das Fraunhofer
ISST mit der “Spezifikation einer Architektur zum
sicheren Austausch von Patientendaten”
Juli 2006 Freigabe der Version 1.0

November 2006 Beitritt von 7 weiteren Kliniken zum Konsortium

Februar 2007 Einbindung der Industrie zum Abgleich der
Spezifikationen mit bestehenden Produkten

Mai 2007 Erste Pilotumsetzungen in Zuweiserportalen
Dezember 2007 Freigabe der Version 1.2

Februar 2008 Erste Umsetzung der Version 1.2 durch Siemens
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Anforderungen an die Architektur

Dezentralitdit - Vermeidung zentraler Dienste

- Ubernahme von Authentisierungen und
Autorisierungen (5SSO, One-Stop-Shop)

Sicherheit - Beachtung der gesetzlichen Vorgaben des

Datenschutz

- Skalierbares Sicherheitsniveau

Investitionsschutz Nutzung zuklnftig relevanter Standards

- Nachnutzbarkeit von Lésungsbausteinen durch
andere Anwendungen

Vermeidung von Redundanzen in der Verwaltung
medizinischer und administrativer Daten

Administrierbarkeit
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Circle of Trust
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Anwendungsdienste

Peer 1 Peer 2
odIR ecord Lis ECRRecordRegistry ECRRecordRegistry
Record Record Record
Metadata Metadata Metadata
ECRFolderRegistry ) ECRFolderRegistry
ECR ECR ECR
Folder List [T [[]
Folder Folder Folder
Metadata Metadata Metadata
ECRDocumentRegistry ECRDocumentRegistry
Folder Folder Folder
Information [T Tee M

Object List

InfoObj InfoObj InfoObj InfoObj InfoObj InfoObj
Metadata Metadata Metadata Metadata Metadata Metadata
ECRDocumentRepository l I
Information Information Information Information
Object Object Object Object
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eCR Security: Ablaufschritte

1. Authentifizierung des Arztes
|dentity Management 2. Zuordnung zu Rollen und Gruppen
3. ldentifizierung des Patienten
4. Pseudonymisierung
P2P-Discovery |
5. Suchen der Fallakten eines Patienten

Access Management ¢ 6. Ermitteln der Autorisierungen

Functionality (IHE XDS) 7. Arbeiten mit einer Fallakte (lesen, erweitern, etc.)
dabei: Durchsetzen der Autorisierungen
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eCR Security Services

access
requester

Step 1: Authenticate the user, assign attributes

Credentials [optional a Guarantor Token]

Identity Provider
Identity Token including supplemental user information
ity O o,
< -\de““ﬂg\a\s i,
- ‘e“q dede '
Identity Attribute
Database Database
Step 2a: Collect all ible ad to pati records
Identity Token, Patient’s Identifier ECR Admission ECR Admission
Token Service Identity Token, Patient’s Identifier Token Service

Admission Token Collection contains all collected admission tokens collect the admission tokens from all peers
Step 2b: Identify all accessible records

Identity Token, Admission Token Collection

Admission Token
recordIDs and metadata of accessible patient’s records Coltect recordiDs and metadata from all peers
retrieve record metadata retrieve record metadata

« Record ID |RecordMetadata « -
Record Record
Step 3a: Select one electronic case record Metadata Identify accessible patient's records while Metadata
the service searches the provided admission
« codes in the admission list database and «
returns the corresponding record identifiers,
metadata and the PolicylDRef.
Admission Admission
List [Admission Code Record ID |PolicylDRef List
Database Database
Step 3b: request access
Admission Token, Record Identifier ECR Access ECR Access
Token Service Admission Token, Record Identifier Token Service

Access Token contains the recordID, a PolicyReference and the fingerprint from the
identity token.

publish admissions
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Policy Push vs. Policy Pull

PUSH-Model

Step 4: request access policies

ECR Policy Token
Service

Access Token | PolicylD[]

Policy Token which contains the access policy of the record depending on the
provided PolicylDs.

>

Step 5: work on the electronic case record

Identity Token, Access Token, Policy Token

( service result

Step 4: request access policies

PULL-Model / Referencing Default Policies

Step 4, 5: work on the electronic case record

Identity Token, Access Token

( service result

Caching-Model

Step 4: request access policy see PUSH-Model

Step 5: work on the electronic case record

Identity Token, Access Token, Policy Token

( service result

Step 6: work on the electronic case record

retrieve access policies

«
‘ publish policy
Access
Policy
Database
PolicylDRef |Policy |[Expired

Verify the identity and access token, and check the
equality of the fingerprints in both token. Use the
provided / retrieved access policy to decide on the
execution of the requested operation.

Access
Management

Identity Token, Access Token -
( service result
]
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Policy Enforcement

Requestor

1sanbay

__request

respanse

Resource
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Dedicated Peer

1: authenticate subject

Identity E a Attribute
Provider Service

N\ 4

2: request attributes of subject
2a: subject attributes

3: request admission for

patient X's records ECR

Pseudonym

access P

requester %

>  Admission
Token Service

Serviae admission: pseudonym{attribute, patient}

. ECR Record

> .
4: get record list for admissions A, B, C Registry

« ECR Access

7" Token Service

5: request access to record Z
for admissions A, B, C

assigned policy identifiers
of patient's X record Z

identifiable access policy

5a: request policy [PUSH model] q (
ECR PoI|cy
Token Service
Patient's
___————| Policies
6: get folder list in record Z |
o . ECR Folder
7 Registry l
| Trusted Peer|
7: get document list in folder A of record Z ECR 7a/ 8a: request policy [PULL model]
> Document
Registry
8: get document in record Z ECR
> Document
Repository
User Identity
User Attributes

Admission Codes

E Access Policy a



Realisierung von Sicherheit entlang der Ablaufschritte

Identity Management

P2P-Discovery

Access Management

Der Zugreifer ist identifiziert, authentifiziert und seine Rollen
sind bekannt
-> SAML Identity Assertion (+ SAML Guarantor Assertion)

Ein Pseudonym liegt vor, in das die ID des Patienten und die
Identitaten des Zugreifers eingeflossen sind
-> SAML Admission Assertion

Die OID einer an das Pseudonym gebundenen Akte ist
bekannt

Es ist bekannt, wo die Berechtigungen des Zugreifers auf die
Akte abgerufen werden kénnen
-> SAML Access Assertion

Die Berechtigungen des Zugreifers auf der Akte sind bekannt
-> SAML Policy Assertion (incl. XACML Policy)
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Assertion Flow

access
requester
Credentials [optional a Assertion, q q
fop / Identity Provider
Identity Assertion includes user information and attributes

Identity Assertion, Encrypted Patient’s Identifier ECR Admission Identity Assertion, Encrypted Patient’s Identifier ECR Admission

Token Service Token Service

Admission Assertion Collection contains all collected admission assertions Admission Assertion contains all valid admission codes and the fingerprint

from the identity assertion.

Admission Assertion
Collect recordIDs and metadata of accessible records from all peers

Identity Assertion, Admission Assertion

€

recordIDs and metadata of accessible patien’s records recordID, metadata

The requestAccessToken() request must not be secured by an Identity Assertion. The user already knows the
RecordID and the POP will enforced, if the user provides the Access Assertion to the ECR Business Service.

[record resides on a trusted peer]

Admission Assertion, Record Identifier ECR Access Admission Assertion, Record Identifier ECR Access
Token Service Token Service
'Access Assertion contains the recordID, a PolicyReference and the fingerprint from 'Access Assertion contains the recordlD, a PolicyReference and the fingerprint from
the identity assertion. the identity assertion.

The requestPolicyToken must not be secured any security token. This service could be public.
[record resides on an trusted peer AND the referenced policy is unknown]

Access Assertion | PolicylD[] ECR Policy Token Access Assertion | PolicylD[] ECR Policy Token
Service Service
Policy Assertion which contains the access policies according to the provided Policy Assertion which contains the access policies according to the provided
PolicylDs. PolicylDs.

[record and folder reside on a trusted peer]

Identity Assertion, Access Assertion (, Policy Assertion) Access Assertion (, Policy Assertion)

coccccccccocccscccscccsocee
service result

service result
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Brokered Trust: Guarantor Assertions

Trusted User Certificate Guarantor Assertion Identity Assertion
Authentication Statement Authentication Statement
Subject Distinguished Subject Subject
Name [TUC]
SubjectConfirmation SubjectConfirmation
Public Key

Subject Distinguished Subject Distinguished
Name [TUC] Name [TUC]

userinformation userinformation

individual individual
identity attribute transfer. identity
attributelist attributelist

organization

identity
) attributelist
Signature
l userinformationHash

Dedicated Organization attribute query

Certificate

Subject Distinguished

Name [DOC] Signature

Public Key

Directory Service

> EFA
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eCR: Genutzte Standards

SOAP

Web Service Descrition
Language (WSDL)

WS Security

WS Policy
WS Security Policy

Security Assertion Markup
Language (SAML)

eXtensible Access Control
Markup Lang. (XACML)

WS Trust
WS Secure Conversation

WS Federation Language

Austausch von Nachrichten zwischen Clients und eFA-Diensten sowie
zwischen eFA-Diensten

Beschreibung der als Web Services realisierten eFA Dienste

Sicherung der Kommunikationsstrecken

Festlegung der einzusetzenden Sicherheitsmechanismen in der
Kommunikation mit und zwischen eFA-Diensten

Kodierung von Authentisierungs- und Autorisierungsnachweisen

Kodierung von Berechtigungen (Policies)

Kommunikation eines Clients mit Sicherheitsdiensten der eFA
Nachrichtenaustausch zwischen eFA-Diensten verschiedener Provider

Basis der Verankerung des eFA Identity Providers in der Architektur
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Weitere Informationen

Dr. Jorg Caumanns
joerg.caumanns@isst.fhg.de

Oliver Boehm
oliver.boehm@isst.fhg.de

eFA-Website
http:/www.fallakte.de

e Spezifikationen
e \Veranstaltungshinweise
e Foliensatze
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